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LB IITUTIONS
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BLUETOOTH -

INSTIOTNS
® Radio band: 2.4-2.48 GHz 4 r

® Average 1 Mbps - Up to 3 Mbps

® Supports point-to-point and point-to-multipoint
o Creates personal area networks (PANs/Piconets)
o Connects up to 8 devices simultaneously
® Minimal interference between devices
o Devices alter frequencies arbitrarily after packet
exchanges -up to 1600 times/second - frequency
hopping
® 3 classes of Bluetooth transmit power
® Master A
® Slave o
T A e Class (|[Maximum Power|(Operating Range
I .c ____________________ P Class 1| 100mW {20dBm) 100 meters
! 4 Y| |ciass 2[ 25mW (adBm) 10 meters
j i ) Class 3| 1mW (0dBm) 1 meter

Figure 1.2; Piconets with a single sfave operafior (3), 8 multi-siave operafion (&) ard 3 scatternet
operation [c).
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BLUETOOTH

Alternatives to cables

IEEE 802.15.1 standard (2002)
“Short range” and “Mobile products”
POS of 10m radius, with mobility
Ad-hoc connections between devices

Network topology

# of devices

Scalability / Extendibility
Flexibility

Resilience / Reliability
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BLUETOOTH

GIITUTIONS
Wireless communication between devices

o Mobile phones, laptops, cameras, gaming
controllers, computer peripherals, etc

Short range sensor transmission
Share multimedia - pictures, video, music

® A2DP - Advanced Audio Distribution Profile
o Stream audio wirelessly

,,,,,,

¢3 Bluetooth

| SMART READY

©Blugtoott
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ZIGBEE
802.15.4

IEEE 802 LAN/MAN Standards Committee

802.1 802.11 802.15

Higher Layer = Wireless Local = Wireless Personal
LAN Protocols Area Network Area Network
Working Group Working Group Working Group

~
TG1 TG2 TG3 TG4
WPAN/Bluetooth Coexistence = WPAN High Rate | WPAN Low Rate
Task Group Task Group Task Group Task Group
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802.17
Resilient
Packet Ring
Working
Group
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ZIGBEE NETWORK

INSTIOIIZNE,
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ZIGBEE NETWORK

*I[EEE 802.15.4 - Standard released in May 2003 for LR-WPAN

*Zigbee - set of high level communication protocols based upon the specification
produced by 802.15.4

*The ZigBee Alliance is an association of companies working together to enable reliable,
cost-effective, low-power, wirelessly networked, monitoring and control products based

on an open global standard.

ZigBee
Alliance
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NETWORK TOPOLOGY MODELS

Mesh

O PAN coordinator (PANC)

O Full Function Device (FFD,Router)
Cluster Tree

O Reduced Function Device (RFD)
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WIRELESS NETWORKING BASICS

Network Scan

Device scans the 16 channels to determine the best channel to occupy.

Creating/Joining a PAN

Device can create a network (coordinator) on a free channel or join an existing network

Device Discovery

Device queries the network to discover the identity of devices on active channels

Service Discovery

Device scans for supported services on devices within the network

Binding

Devices communicate via command/control messaging
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- - ~

* PAN Coordinator 23§</’ e
—“owns” the network X / .
e Starts it \ / :>/:0f</' O
* Allows other devices to join it |
* Provides binding and address-table services
» Saves messages until they can be delivered

* And more... could also have i/o capability

—A “Full-Function Device” - FFD

—Mains powered
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NETWORK PIECES - ROUTER

- -~

.2~ O
* Routers — /O b C ®
\ ®
\\Ol?\’/' V\
—Routes messages ——> o<\ / ®
—Does not own or start o @ /
network \ T g
. . . o d\)‘/:/".\ /
* Scans to find a network to join o % 9
— Given a block of addresses to N
assign

—A “full-function device” -
FFD

—Mains powered depending
on topology

—Could also havei/o
capability

3/28/2024 19ECT312/Emb.Sys / Dr.Sivasankari/Professor/ECE/SNSCT 12/43



END DEVICE

LLSTITUTIONS
End Device

—Communicates with a

single device g o o
s ,,
O__(_D_v_\f’é/ \ / \.
—Does not own or start network \w\,.‘/ov
e Scans to find a network to join \ / \ '/:/»O,‘
d\)A/' .\ 2
. \\\9/:0 Q’/

—Can be an FFD or RFD
(reduced function device)

—Usually battery powered
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I TUTIONS

@ ZigBee Router ,&“
. TR i s
© ZigBee End Device
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TRAFFIC TYPES

 Periodic data

— Application defined rate (e.g. sensing temperature)

 Intermittent data

— Application/external stimulus defined rate (e.g. light switch)

* Repetitive low latency data

— Allocation of time slots (e.g. mouse)
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IEEE 802.15.4

Z

ZigBee
Alliance
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ZIGBEE ALLIANCE - IEEE - CUSTOMER
RELATIONSHIP

HTITIonS

@
c
a
Application } %
O
=
Application Interface \
Network Layer N
o
oo
. N ®
Data Link Layer o
> >
MAC Layer g.
- 0
MAC Layer ®

EEE|

PHY Layer
J

ZigBee S
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802.15.4 ARCHITECTURE: PHYSICAL
LAYER

LEITUTIONS

Applications

ZigBee

IEEE 802.15.4 MAC

IEEE 802.15.4 IEEE 802.15.4
868/915 MHz 2400 MHz
PHY PHY
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» Activation and deactivation of the radio transceiver
»Energy detection within the current channel

»Link quality indication for received packets

» Clear channel assessment for CSMA-CA

»Channel frequency selection

»Data transmission and reception

ZIGBEE SPECIFIES TWO PHYSICAL MEDIA:

» 868 MHz/915 MHz direct sequence spread spectrum
(DSSS) PHY (11 channels)
* 1 channel (20Kb/s) in European 868MHz band
* 10 channels (40Kb/s) in 915 (902-928)MHz ISM band
» 2450 MHz direct sequence spread spectrum (DSSS)
PHY (16 channels)
* 16 channels (250Kb/s) in 2.4GHz band
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|IEEE 802.15.4 PHYSICAL LAYER

* Operates in unlicensed ISM bands:

gigm:z/ Channel O Channels 1_10_’1 — 2 MHz
Z
PHY ' | """"" |
868.3 MHz 902 MHz 928 MHz
2.4 GHz
PHY Channels 11-26 — [~ 5MHz
AfAAAAAAAAAAAAAA,
2.4 GHz 2.4835 GHz
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STRUCTURE

PHY Packet Fields

e Preamble (32 bits) - synchronization
e Start of Packet Delimiter (8 bits)

e PHY Header (8 bits) - PSDU length

e PSDU (0 to 1016 bits) - Data field

PHY PHY Service
Header Data Unit (PSDU)

!< 6 Octets a0 0-127 Octets
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LLTTITITIONS

802.15.4 ARCHITECTURE: MAC LAYER

Upper layers

( |[EEE 802.2
Network layer LLC, type | Other
LLC
SSCS
‘ Data link layer
IEEE 802.15.4
MAC

IEEE 802.15.4 |[EEE 802.15.4
868/915 MHz 2400 MHz

physical layer physical layer
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|[EEE 802.15.4 MAC OVERVIEW e
DESIGN DRIVERS INSTIOTNS

» Extremely low cost

» Ease of implementation
» Reliable data transfer
» Short range operation

» Very low power consumption

Simple but flexible protocol !
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IEEE 802.15.4 MAC OVERVIEW >
GENERAL FRAME STRUCTURE

LISTITUTIONS

Bytes: 2 1 0—20 Variable 2
~ Frame | Sequence | Address Pavload Frame check
J control number info ayloa sequence
MAC MAC header (MHR) MAC service data MAC footer
i unit (MSDU) {MEFR)
sublavyer i
k MAC protocol data unit (MPDU)
Synchronization | PHY PHY service data unit (PSDU)
PHTJ ]
layer i
k PHY protocol data unit (PPDU)
4 Types of MAC Frames:
» Data Frame
» Beacon Frame
» Acknowledgment Frame
» MAC Command Frame
3/28/2024
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DATA TRANSFER MODEL

Data transferred from device to coordinator
 In abeacon-enable network, device finds the beacon to synchronize to
the super-frame structure. Then using slotted CSMA/CA to transmit its

data.

 In anon beacon-enable network, device simply transmits its data using

un-slotted CSMA/CA

. Network
Coordinator Device
Beacon > Network
Coordinator Device
< Data < Data
Acknowledgment » Acknowledgment >
(optional) (optional)

Communication to a coordinator
In a beacon-enabled network

Communication to a coordinator
In a non beacon-enabled network
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DATA TRANSFER MODEL

 Data transferred from coordinator to

device

— In a beacon-enable network, the

— Device periodically listens to the

3/28/2024

coordinator indicates in the

beacon that “data is pending.” Coordinator

Beacon

Network
Device

beacon and transmits a MAC

et}

Data Request

command request using slotted Acknowledgment
. Data
CSMA/CA if necessary. =1
Acknowledgment

o

Communication from a coordinator
In a beacon-enabled network
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Superframe: CSMA-CA + TDMA »

LISTITUTIONS

+——— GTS2 —»<« GTS1 —»

Contention Free Period

Total 16 slots

1 1
Contention Access Period
i
1 1
1 1

15ms * 2n
where0<n<14

Network beacon - Transmitted by network coordinator. Contains network information,
frame structure and notification of pending node messages.

Beacon extension

Space reserved for beacon growth due to pending node messages

period
Contention period Access by any node using CSMA-CA
Guaranteed
. Reserved for nodes requiring guaranteed bandwidth [n = 0].
Time Slot q 58 [ ]

up to 7 GTSes
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802.15.4 ARCHITECTURE

JHTITIONS

Applications

eNetwork Routing

‘ ZigBee eAddress translation

ePacket Segmentation
AN o Profiles

IEEE 802.15.4 MAC

IEEE 802.15.4 IEEE 802.15.4
868/915 MHz 2400 MHz
PHY PHY
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ZIGBEE STACK ARCHITECTURE::

l

-

N
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200 - ZigBee device objects 1| Application ‘ | Application N\
) object 1 object 30
Profile specificaton
¢ Device types
o Applicaton message
» Secyrity profile
| * Fragmentaben of required Jj 'Y Y
\ |
- g \‘ ' \ /J
N
GOF - General / P
operational f \( ( ication |
framework Message Endpeint :gcp:: rity
formatting | multiplexing, handling
o ETAN N\ —
/)
: | N\
NWK - Network layer
’ -<.\ / N\ /5 (-‘ N .
Network Network || Message NWK
packet route | reflector incl, | security
routing | management || binding table ‘ handling
" N O ’ . v
(. 4
’/ N
MAC (IEEE 802.15.4)
)
(= ~
PHY {IEEE 802.15.4) TS <
2.4GHz \ 868/915MHz
\ / g
- . . J
— "4
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Q.

~»

HTITIOnNS

COMPARISON WITH PEER TECHNOLOGIES!

Feature(s) |EEE 802.11b Bluetooth LigBee
Complexih Very Complex Complex

32 1
S . Enumeration upto 10
La‘eng | Enumeration ipto 3 seconds s

100 m 10m

Roaming posible No
llepS 1Mbps
Authentication Service Set o
I (53D 64 bt, 128 bit
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ZIGBEE VS BLUETOOTH NG

SIITUTIONS

Competition or Complementary?
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Bluetooth is Best | But ZigBee is Better

For: If:

e Ad-hoc networks e The Network is static
between capable e Lots of devices
devices e Infrequently used

e Handsfree audio e Small Data Packets

* Screen graphics,
pictures...

* File transfer
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AIR INTERFACE

LLTTITITIONS
ZigBee Bluetooth

D555 FHSS

11 chips/ symbol
1 M Symbol d
62.5 K symbols/s ymbol / secon

4 Bits/ symbol
Peak Information Rate

~720 Kbit/second

Peak Information Rate
~128 Kbit/second
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TIMING CONSIDERATIONS

HTITIONS

ZigBee:
e New slave enumeration = 30ms typically

e Sleeping slave changing to active = 15ms typically
e Active slave channel access time = 15ms typically

Bluetooth:

* New slave enumeration = >3s
e Sleeping slave changing to active = 3s typically
e Active slave channel access time = 2ms typically

ZigBee protocol is optimized for timing critical applications
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., !
INSTIOTNE,

INITIAL ENUMERATION

ZigBee Bluetooth

Coordinator Coordinator
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POWER CONSIDERATIONS

ZigBee Bluetooth

«2+ years from ‘normal’ * Power modelasa

batteries mobile phone
*Designed to optimise (regular charging)
slave power  Designed to
requirements maximise ad-hoc
functionality

Application example of a light
switch with respect to latency and
power consumption ......
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SOME INTERESTING APPLICATIONS OF
Z1GBEE >

WISTITUTIONS

* Using the power of the mesh to automate a manual process
> Rental Car Return Automation*
* Long life battery powered sensing

> Wireless Termite Detection™

*From Software Technologies Group
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M Car Rental
File Settings

Rental Office

Recelver

[‘u
)i

f
|
L

E |4sF
Wi

.Yk 2
\Check Engine
N 3TN

)

*FROM SOFTWARE TECHNOLOGIES GROUP

VIN License Description Odometer — Fuel Collision Engine
P WMWRCIZ12TC34310  MINIT23 2004 Mini Cooper, Black 57829 34 Check Ok

‘WBAEH734558131834 72215 2005 BMw 64501, Metalic Blue 87410 Empty Ok Check

WPIZZZ99225630474 SAB1373 2003 Porsche 311, Silver 38579 172 Ok Ok
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TERMITE DETECTION*

W

% Termite Tracker

File Settings
Termltgctiwty detecte‘ .

e O

S

L, (T :

s TerMigg

g1
|- s

Line powered in—home
3 = U
- - .
‘ @

receiver with dialup or bt
broadband conmnmection
for reporting purposes
. ;
There is 1 active sensor.

*From Software Technologies Group

ITn—ground bait station
and wireless activity sensor

39/43
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802.15.4/ZIGBEE PRODUCTS

= ’.. £ 7
: > B Chip Sets
e Ember,
Control4 Home Automation = Eaton Home HeartBeat http://www.ember.com/index.html
System monitoring system e ChipCon, http://www.chipcon.com
http://www.control4.com/pr www.homeheartbeat.com e Freescale,
oducts/components/complet http://www.freescale.com

Software, Development Kits
e AirBee,
http://www.airbeewireless.

Crossbow Technology - Wireless Sensor
com/products.ph s

Networks
» Software Technologies www.xbow.com
Group,
http://www.stg.com /wirele
ss/

., !
INSTIOTNE,
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http://www.control4.com/products/components/complete.htm
http://www.homeheartbeat.com/
http://www.ember.com/index.html
http://www.chipcon.com/
http://www.freescale.com/
http://www.airbeewireless.com/products.php
http://www.stg.com/wireless/
http://www.xbow.com/
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ZIGBEE WIRELESS MARKETS AND

HITUTIONS
APPLICATIONS
PC &
PERIPHERALS
Mouse,
Keyboard,
Joystick
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SUMMARY:

* IEEE 802.15.4 and ZigBee

— Allows Designer to concentrate on end application

* Silicon vendors and ZigBee Alliance take care of transceiver,
RF channel and protocol, ZigBee “look and feel”

— Reliable and robust communications

* PHY and MAC outperform all known non-standards-based
products currently available

— Flexible network architectures

— Very long primary battery life (months to years to
decades)

— Low system complexity. (Due to its architecture)
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Any Questions /
Thank you

Shoot!
)
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