
Network security is protection of the access to files and

directories in a computer network against hacking, misuse

and unauthorized changes to the system.

Network security is a set of rules and configurations designed

to protect the integrity, confidentiality and accessibility of

computer networks

Four Factor

1. Privacy:The sender and the receiver expect

confidentiality.

2. Authentication: The receiver is sure of the sender’s

identity and that an imposter has not sent the message.

3. Integrity: The data must arrive at the receiver exactly as it

was sent. Non-

4. Reputation: The receiver must able to prove that a

received message came from a specific sender.
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Definition II
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Symmetric-key cryptography
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In symmetric-key

cryptography, the same key is used by

the sender(for encryption) and the

receiver (for decryption).

The key is shared.

Algorithm: DES,3DES
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General idea of traditional cipher
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Symmetric-key cryptography
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A substitution cipher replaces one symbol with another.
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Symmetric-key cryptography
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An example key for mono-alphabetic substitution cipher
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We can use the key to encrypt the message

The ciphertext is
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Representation of characters in modulo 26SNS College of Technology – Coimbatore 35
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Substitution Cipher 
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Use the additive cipher with key = 15 to encrypt the message “hello”.

Solution

We apply the encryption algorithm to the plaintext, character by character. The result is “WTAAD”. Note that

the cipher is mono alphabetic because two instances of the same plaintext character (ls) are encrypted as the

same character (A).

Example
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Use the additive cipher with key = 15 to decrypt the message “WTAAD”.

Solution

We apply the decryption algorithm to the plaintext character by character. The result is “hello”. Note that the

operation is in modulo 26, which means that we need to add 26 to a negative result (for example -15 becomes

11).
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A transposition cipher reorders symbols.
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Write row by row

e ht tm ta oy zc ne ia kn gt s

Plaintext

Ciphertext

Read column by column
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Ciphertext

Write column by column

Plaintext

e ht tm ta oy zc ne ia kn gt s
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Symmetric-key cryptography

• Advantages:

– Simple

– Faster

• Disadvantages:

– Key must exchanges in secure way

– Easy for hacker to get a key as it is passed in unsecure way.
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Asymmetric encryption use two keys, one to encrypt the data, and another key to

decrypt the data.

These keys are generated together.

1. One is named as Public key and is distributed freely. The other is named as

Private Key and it is kept hidden.

2. Both Sender & Recipient has to share their Public Keys for Encryption and has to

use their Private Keys for Decryption.
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Asymmetric-key cryptography
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Advantages

1. More Secured

2. Authentication

Disadvantages

1. Relatively Complex

Asymmetric-key cryptography
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How it WORKS…….?
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Asymmetric Encryption Algorithms

RSA:

Digital Signature Algorithm:

Diffie-Helman:.
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RSA

1. Most widely accepted and implemented general purpose approach to public key encryption developed by

Rivest-Shamir and Adleman (RSA) at MIT university.

2. RSA scheme is block cipher in which the plaintext and ciphertext are integers between 0 and n-1 for same n.

3. Typical size of n is 1024 bits. i.e n<2.
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In RSA, e and n are announced to the public; d and F

are kept secret.
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The symmetric (shared) key in the 

Diffie-Hellman protocol is

K = gxy mod p.
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Diffie-Hellman
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Let us give a trivial example to make the procedure clear. Our example uses small numbers, but note that in a

real situation, the numbers are very large. Assume g = 7

and p = 23.

The steps are as follows:

1. Alice chooses x = 3 and calculates R1 = 73 mod 23 = 21.

2. Bob chooses y = 6 and calculates R2 = 76 mod 23 = 4.

3. Alice sends the number 21 to Bob.

4. Bob sends the number 4 to Alice.

5. Alice calculates the symmetric key K = 43 mod 23 = 18.

6. Bob calculates the symmetric key K = 216 mod 23 = 18.

The value of K is the same for both Alice and Bob; 

gxy mod p = 718 mod 23 = 18.
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Difference between Symmetric key and Asymmetric key Cryptography
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