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IoT Platforms Design Methodology 

 

 • Purpose & Requirements Specification  

• Process Specification • Domain Model Specification  

• Information Model Specification  

• Service Specifications  

• IoT Level Specification  

• Functional View Specification  

• Operational View Specification  

• Device & Component Integration  

• Application Development 

 

 PURPOSE &REQUIREMENTS SPECIFICATION  

The first step in IoT system design methodology is to define the purpose and requirements of the 

system. In this step, the system purpose, behavior and requirements (such as data collection 

requirements, data analysis requirements, system management requirements, data privacy and security 

requirements, user interface requirements, ...) are captured. • Applying this to our example of a smart 

home automation system, the purpose and requirements for the system may be described as follows: • 

Purpose : A home automation system that allows controlling of the lights in a home remotely using a 

web application. • Behavior : The home automation system should have auto and manual modes. In 

auto mode, the system measures the light level in the room and switches on the light when it gets dark. 

In manual mode, the system provides the option of manually and remotely switching on/off the light. • 

System Management Requirement : The system should provide remote monitoring and control 

functions. • Data Analysis Requirement : The system should perform local analysis of the data. • 

Application Deployment Requirement : The application should be deployed locally on the device, but 

should be accessible remotely. • Security Requirement : The system should have basic user 

authentication capability.  

PROCESS SPECIFICATION  

The second step in the IoT design methodology is to define the process specification. In this step, the 

usecases of the IoT system are formally described based on and derived from the purpose and 

requirement specifications. Define the process with the help of use cases • The use cases are formally 

described based on Purpose & requirement specification In this From the process specification and 

information model we identify the states and attributes. For each state and attributes we define a 

service. These services either change a state or attribute values and are retrieve the current values. For 

example, the mode service sets mode to auto or manual or retrieves the current mode. The state services 

sets the light appliances state to ON or OFF. In the auto mode, the controller service monitors the light 

level in auto mode and switches the light ON or OFF and updates the status in the status database. In 

manual mode the controller service retrieves the current state from the database and switches the light 

ON or OFF. The figure deriving services from process specification and information model for home 

automation IoT system.  
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DOMAIN MODEL SPECIFICATION 

 Describes the main concepts, entities and objects in the • The third step in the IoT design methodology 

is to define the Domain Model. The domain model describes the main concepts, entities and objects in 

the domain of IoT system to be designed. Domain model defines the attributes of the objects and 

relationships between objects. Domain model provides an abstract representation of the concepts, 

objects and entities in the IoT domain, independent of any specific technology or platform. With the 

domain model, the IoT system designers can get an understanding of the IoT domain for which the 

system is to be designed. of IoT system to be designed • It defines the attributes of the objects and 

relationships between them • Entities , Objects and Concepts include the following : Physical entity, 

Virtual entity , Device, Resource, Service • Physical Entity: – Discreet identifiable entity in physical 

environment– For eg. Pump, motor, LCD – The IoT System provides the information about the 

physical entity (using sensors) or performs actuation upon the Physical entity(like switching a motor on 

etc.) – In smart irrigation example, there are three Physical entities involved : • Soil (whose moisture 

content is to be monitored) • Motor ( to be controlled) • Pump ( To be controlled) • Virtual Entity: – 

Representation of physical entity in digital world – For each physical entity there is a virtual entity • 

Device: – Medium for interactions between Physical and Virtual Entities. – Devices (Sensors) are used 

to gather information from the physical entities – Devices are used to identify Physical entities (Using 

Tags) – In Smart Irrigation System, device is soil moisture sensor and buzzer as well as the actuator 

(relay switch) attached to it. In smart irrigation system there are three services : – A service that sets the 

signal to low/ high depending upon the threshold value – A service that sets the motor state on/off – A 

controller service that runs and monitors the threshold value of the moisture and switches the state of 

motor on/off depending upon it. When threshold value is not crossed the controller retrieves the motor 

status from database and switches the motor on/off.  

INFORMATION MODEL SPECIFICATION  

The fourth step in the IoT design methodology is to define the Information Model. Information Model 

defines the structure of all the information in the IoT system, for example, attributes of Virtual Entities, 

relations, etc. Information model does not describe the specifics of how the information is represented 

or stored. To define the information model, we first list the Virtual Entities defined in the Domain 

Model. Information model adds more details to the Virtual Entities by defining their attributes and 

relations. Defines the structure of all the information in the IoT system (such as attributes, relations 

etc.) • It does not describe the specifics of how the information is represented or stored. • This adds 

more information to the Virtual entities by defining their attributes and relations • I: e, Draw Class 

diagram  

SERVICE SPECIFICATIONS  

The fifth step in the IoT design methodology is to define the service specifications. Service 

specifications define the services in the IoT system, service types, service inputs/output, service 

endpoints, service schedules, service preconditions and service effects. The following figures shows 

deriving the services from the process specification and information model for the home automation 

IoT system. Define the services in IoT System, service types, service inputs/outputs, service endpoints, 

service schedules, service preconditions and service effects • Services can be controller service, 

Threshold service, state service for smart irrigation system • These services either change the 

state/attribute values or retrieve the current vlues. • For eg. – Threshold service sets signal to high or 

low depending upon the soil moisture value. – State service sets the motor state : on or off – Controller 

service monitors the threshold value as well as the motor state and switches the motor on/off and 
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updates the status in the database Controller Service: In the auto mode, the controller service monitors 

the light level in auto mode and switches the light ON or OFF and updates the status in the status 

database. In manual mode the controller service retrieves the current state from the database and 

switches the light ON or OFF Mode Service: Sets mode to auto or manual or retrieves the current mode 

State Service : Sets the light appliances state to ON or OFF. State Service: Sets the light appliances 

state to ON or OFF.  

IOT LEVEL SPECIFICATION  

The sixth step in the IoT design methodology is to define the IoT level for the system. There are 6 IoT 

deployment levels. The following diagram shows deployment level of the home automation system of 

Level 1.  

 Functional View Specifications  

The seventh step in the IoT design methodology is to define the Functional View. The Functional View 

(FV) defines the functions of the IoT systems grouped into various Functional Groups (FGs). Each 

Functional Group either provides functionalities for interacting with instances of concepts defined in 

the Domain Model or provides information related to these concepts. The Functional Groups(FG) 

included in a Functional View include: Device: the device FG contains devices for monitoring and 

control. In the home automation example, the device FG includes a single board minicomputer, a light 

sensor and relay switch (actuator) Communication : The communication FG handles the 

communication for the IoT system. The communication FG includes the communication protocols that 

form the backbone of IoT systems and enable network connectivity. The communication API home 

automation example is a REST based APIs. Services : The service FG includes various services 

involved in the IoT system such as services for device monitoring , device control services , data 

publishing services and services for device discovery. In home automation example, there are two 

REST services (mode and state) and one native service (controller service). Management: the 

management FG includes all functionalities that are needed to configure and manage IoT System. 

Security: the security FG includes security mechanisms for the IoT system such as authentication, 

authorization , data security etc., Application :the application FG includes applications that provide an 

interface to the users to control and monitor various aspects of the IoT system. Applications also allow 

users to view the system status and the processed data.  

 OPERATIONAL VIEW SPECIFICATIONS 

 The eighth step in the IoT design methodology is to define the Operational View Specifications. In this 

step, various options pertaining to the IoT system deployment and operation are defined, such as, 

service hosting options, storage options, device options, application hosting options, etc The following 

figure shows an example of mapping functional groups to operational view specifications for IoT home 

automation system. Operational view specifications for the home automation example are as follows. 

Devices: Computing Device , Raspberry PI, Light dependent resistor (sensor), really switch (actuator) 

Communication APIs REST APIs Communication Protocols: Link Layer-802.11, Network Layer-

IPv4/IPv6, Transport Layer –TCP, Application Layer- HTTP Services: i)Controller Service- Hosted on 

device, Implemented Python and run as a native service. ii)Mode Service-REST-ful web service, hosted 

on device, implemented with DJango – REST frame work. iii) State Service- RESTful REST-ful web 

service, hosted on device, implemented with Django – REST frame work. Application: i) Web 

Application- Django web application , ii)Application Server- Django App server iii) Database Server-

MySQL Security: i) Authentication- Web App, Database ii) Authorization- Web App, Database 
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i) Application Management-Django App Management ii) Database Management- My SQL, DB 

Management iii)Device Management- Raspberry Pi Device Management.  

 DEVICE & COMPONENT INTEGRATION  

The ninth step in the IoT design methodology is the integration of the devices and components. The 

following figure shows the schematic diagram of the IoT Home automation System. The devices and 

component used in this example are Raspberry Pi mini computer, LDR sensor and relay switch 

actuators.  

APPLICATION DEVELOPMENT  

The final step in the IoT design methodology is to develop the IoT application. The following figure 

shows the screenshot of the home automation web application. The application has controls for the 

mode (auto ON or auto OFF) and the light ON or OFF. In the auto mode, the IoT system controls the 

light appliance automatically based on the lightning conditions in the room. When auto mode is enable, 

the light control in the application is disabled and reflects the current state of the light. When the auto 

mode is disabled, the light control is enabled and is used for manually controlling the light. • Auto • 

Controls the light appliance automatically based on the lighting conditions in the room Light • When 

Auto mode is off, it is used for manually controlling the light appliance. • When Auto mode is on, it 

reflects the current state of the light appliance. 


