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INTRODUCTION

* Networks must be able to transfer data from one device to another with

complete accuracy.
* Data can be corrupted during transmission.
% For reliable communication, errors must be detected and corrected.

* Error detection and correction are implemented either at the data link

layer or the transport layer of the OSI model.
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Types of Errors

Errors I

‘ Single-bit ' ‘Multiple—bit' ‘ Burst '
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Single-bit error

0 changed to 1

ojojojojo]o]1]oO olojojof1[o]1[O

Sent Recelved
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Single bit errors are the least likely type of errors in
serial data transmission because the noise must have a
very short duration which is very rare. However this kind

of errors can happen in parallel transmission.
Example:

* If data is sent at 1Mbps then each bit lasts only
1/1,000,000 sec. or 1 ps.

* For a single-bit error to occur, the noise must have a

duration of only 1 ps, which is very rare.
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Burst error

Sent
[oJ1]oJoJo]1]oJoJo]1]oJoJo]o]1]1]

Burst error
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Received
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The term burst error means that two or more bits in the

data unit have changed from 1 to O or from O to 1.

Burst errors does not necessarily mean that the errors
occur in consecutive bits, the length of the burst is
measured from the first corrupted bit to the last
corrupted bit. Some bits in between may not have been

corrupted.
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* Burst error is most likely to happen in serial transmission since the

duration of noise is normally longer than the duration of a bit.

* The number of bits affected depends on the data rate and duration of

noise.
Example:

=» If data is sent at rate = 1Kbps then a noise of 1/100 sec can affect 10
bits.(1/100*1000)

=» If same data is sent at rate = 1Mbps then a noise of 1/100 sec can affect

10,000 bits.(1/100*106)
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Multiple bit error

Two errors

/
oftjofojojojtjof—»{ofofojojijoft]o

Sent Received
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Error detection

Error detection means to decide whether the
received data is correct or not without having a
copy of the original message.

Error detection uses the concept of redundancy,
which means adding extra bits for detecting
errors at the destination.
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Redundancy

Data
1010000000010101

v

- Accept
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function function

\J.' Reject
1011101
Redundancy check
Sender T Receiver
Data & redundancy check
—p{1011101] 1010000000010101
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Four types of redundancy checks are used
in data communications

Detection methods
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Vertical Redundancy Check
VRC

Data

Checking
function:
Is total
number
of 1s even?

Even-parity
generator

Recelver

VRC

Sender
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Vertical Redundancy Check S S

TurIons

. SENDER RECEIVER
a
1111010111111 1Data Accept Data
Even
parity
EGU::EF::;? ” Parity Parity Checker
. bit or (Counts 1s in data + VRC)
(counts 1s in data) VRC x
data with erronous
+|1|1|ﬂ|0|1|1|1 1|evenparity of1joj1j11|1|1 datawﬂ_h
t even parity

11‘1::|1ﬂ1*11ﬂ1|——J

2 bits changed on way
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Performance

=» |t can detect single bit error

=» |t can detect burst errors only if the total number of errors

is odd.
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Longitudinal Redundancy Check

LRC
11100111 11011101 00111001 10101001
» (11100111
»( 11011101
»|( 00111001
»| 10101001
LRC » 10101010

11100111 11011101 00111001 10101001 10101010

Original data message including LRC
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Longitudinal Redundancy Check
LRC

Direction of movement

—P

Data
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Performance

v" LCR increases the likelihood of detecting burst errors.

v If two bits in one data units are damaged and two bits
in exactly the same positions in another data unit are
also damaged, the LRC checker will not detect an

error.
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VRC and LRC

Direction of transfer

of the whole block
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Cyclic Redundancy Check

CRC

Divisor

n+1 bits|—p{CRC[  Data [P

l Remainder

CRC

n bits

CRC Data

Divisor

|

F{emainder

Zero, accept
Non-zero, reject

Sender
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Cyclic Redundancy Check

e Given a k-bit frame or message, the transmitter generates an
n-bit sequence, known as a frame check sequence (FCS), so that
the resulting frame, consisting of (k+n) bits, is exactly

divisible by some predetermined number.

e The receiver then divides the incoming frame by the same
number and, if there is no remainder, assumes that there

was No error.
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Polynomial

7 5 2
X +x +x" +x+1
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Polynomial and Divisor

Polynomial

7 5 2 _
[x +x +x +x+1
\

6 1.4 3

X X
\
v
0

\ |
TooTTT)

Divisor

(

Error Detection / DCN / Priyanga S / AP / MCA / SNSCT




T

\; -

Standard Polynomials

CRC-12 CRC-16 CRC-ITU
xlz—i- 'y x3 +x+1 x4 x15+ x2+ 1 X104 x12+ x5+ 1
CRC-32

32 26 23 22 16 12 11 10 8 7 5 4 2
X +X ’+x +X7T+x +x +x +x +x +x +x +x +x+x+1
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CRC - Example

original message
1010000

@ means X-OR

Sender
B

1001[{1010000000
@1001

0011000000
@1001
01010000
@1001

0011000
@1001

01010
@1001

001D
Message to be transmitted

1010000000
+011

1010000011

LT

G

Generator potynomial
x3+1

@xﬂ@x’—f@.x%@x"

CRC generator
1001| 4-bit

>

If CRC generator is of n
bit then append (n-1)
zeros in the end of
original message

TurIons

1001

1010000011

@1001

Error Detection / DCN / Priyanga S / AP / MCA / SNSCT

0011000011
@1001
01010011
@1001

0011011
@1001

01001
@1001

0000
7
Zero means data is
accepted

4= Receiver




Checksum
Section K Section 1
n bits n bits | n bits
Section 1 | n bits Section 1 | n bits
Section 2 | n bits Section 2 | n bits
.............. S@Ction k Section 1
Section K |7 bits —H n bits | n bits n bits | n bits —pSection K | n bits
; Checksum {Checksum | n bits
Sum | n bits
|Complement
y ——
n bits All 1s, accept
Checksum Otherwise, reject
Sender Receiver

~»

L T

TurIons

T
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Checksum

Original Data
10011001 | 11100010| 00100100| 10000100
1 2 3 1
k=4, m=8 _
Recrever
Sender 1 10011001
1 10011001 2 11100010
2 11100010 C)01111011
(Mo1111011 < 1
=y 1 01111100
01111100 3 00100100
3 00100100 10100000
10100000 ' 10000100
10000100 §)001001oo
(100100100 < 1
(s 1 00100101
Sum: 00100101 11011010

Sum: 11111111
Complement:00000000
Conclusion: Accept Data
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At the sender

» The unit is divided into k sections, each of n bits.

» All sections are added together using one’s complement to get the

sum.
» The sum is complemented and becomes the checksum.

» The checksum is sent with the data
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At the receiver

» The unit is divided into k sections, each of n bits.

» All sections are added together using one’s complement to get the

sum.
» The sum is complemented.

» If the result is zero, the data are accepted: otherwise, they are

rejected.
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Performance

» The checksum detects all errors involving an odd number of bits.
> It detects most errors involving an even number of bits.

» If one or more bits of a segment are damaged and the
corresponding bit or bits of opposite value in a second segment
are also damaged, the sums of those columns will not change

and the receiver will not detect a problem.
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