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Definition

(1)The Internet of Things, also called The Internet of Objects, refers to a
wireless network between objects.

(2) By embedding short-range mobile transceivers into a wide array of
additional gadgets and everyday items, enabling new forms of communication
between people and things, and between things themselves.
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(3)The term "Internet of Things" has come to describe a number of
technologies and research disciplines that enable the Internet to reach
out into the real world of physical objects.

(4)“Things having identities and virtual personalities operating in smart
spaces using intelligent interfaces to connect and communicate within
social, environmental, and user contexts”.
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What’s the Internet of Things

connectivity for anything!

Figure 1 — A new dimension

Any TIME connection

- On the move
= Outdoors and indoors
= Night = On the move
=Daytime = Outdoors
* Indoors (away from the PC)

- At the PC
-4 Any PLACE connection

- Between PCs
* Human to Human (H2H), not using a PC

» Human to Thing (H2T), using generic equipment
= Thing to Thing (T2T)

Source: ITU adapted from Nomura Research Institute
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Enabling Technologies

To identify
and track the
data of things

To collect and
process the
datato detect
the changesin
the physical
status of things
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To enhance the
power of the
network by evolving
processing
capabilities to
different part of
the network.
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To make the
smaller and
smaller things
have the ability
to connect and
interact.
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Benefitsof IoT

loT offers a number of benefits to organizations, enabling them to:
Monitor their overall business processes;

Improve the customer experience;

Save time and money;,

Enhance employee productivity;

Integrate and adapt business models;

Make better business decisions; and

Generate more revenue.
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Consumer and enterprise loT applications

Smart car
Smart city
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Smart health appllcatlons

Smart farming
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Wearables
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Smart appliances

Smart buildings

Smart home

Techlwget
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Source:
https://internetofthing

sagenda.techtarget.c

om/definition/Internet

-of-Things-10T

=

FITLTani s


https://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT
https://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT
https://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT
https://internetofthingsagenda.techtarget.com/definition/Internet-of-Things-IoT

Air Pollution

of CO. emssions of tactones, poliution
ernitted By <ars and Lo Qases generated n
farms.

Forest Fire Detection
Maondonng of combustion gases and preemote
fre conastions to defing alert zones

Wine Quality Enhancing

Mok orin ure and trunk dameter
N vireyar the arncouns of sugar in
grapes and grapewne health

Offspring Care

Control of growang conditions of the olfspring in
scvrnal farms to ensure 23 sunvival and health

Sportsmen Care

Vital signs menitoring in hugh performance

centers and helds

Structural Health

Mondtonng of wbratons and matenal concticns
N buldngs, boxdges and histoncal monuments

Quality of Shipment Conditions

Monitoring of wibra 9 wes, aner cpenings
OF Cold Chaen M3irtenance 10 MSUrance puUrposes

The smart world of the future — using lot

Libelium Smart World

Smartphones Detection

Detect iPhcee and Andecsd divces and
general any device which works with Wifi or
Bluetocth miorfaces

Detnbuted measurernent of radabion levels
i NuKledr povwer SLAONS SurrouUnngs 10
generde leakage alerts

Water Quality

Electromagnetic Levels

Measurement of the energy radiated
by cell s1ations and and WiF: routers.

Traffic Congestion

Monmitoning of vehucles and pedestnan
alfuence 10 opuMze drvang anc walung
roctes

Waste Management
Detect d ndbcsh levels in ¢
to optimze the trash collection routes

1 the CRy,

Study of water suftabdity in rivers and the Selective irngation
508 for faunre and elgaxiity for donbable
use the green

Smart Parking

Morstoring of parking spaces avinla

Golf Courses

reduce the water resources required o

Smart Roads

Warning mmessages
cordng lo clenate con

Smart Lighting

Intelligent and weather adaptve Lghtng

n street bohts

Intelligent Shopping

Gettng adwces @ the point of sale
according o custorner habets, preferences,
presence of allerge campanenas for them
of expinng dales

Noise Urban Maps

Sound monitonng n bar arcas and
CEOINSC Z0MES N real time

Water Leakages
Detection of Lbguid presance
and presiure vaniabons along peoes.

Vehicle Auto-diagnosis

Informabon collection from CanBus to

send real time larms 1o emergences
or provide advice to drivers

Item Location

Search of indwdual e in big surfaces

%
libelitm

www lidelium com

TUToZ

Source:
https://www.forbes.c
om/sites/jacobmorga
n/2014/05/13/simple-
explanation-internet-
things-that-anyone-
can-
understand/#ef24 33f
1d091



https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/
https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/
https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/
https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/
https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/
https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/
https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/
https://www.forbes.com/sites/jacobmorgan/2014/05/13/simple-explanation-internet-things-that-anyone-can-understand/

mg

4/

B wnh e

NSO TE

s Sample: consumer |oT products & Services

Helmet Concussion Sensor

Medical Alert Watch

Smart Fitness Clothing and Smart Running Shoes

One-Button Product Purchases: “Order at the click of a button!” Amazon has taken that phrase
literally and produced physical branded buttons called Amazon Dash that link to productsin your
home. Say you run out of laundry powder. You can press your Dash button for Tide and Amazon will
reorder your Tide Powder productfor you. No need to sign onto the Web, fumble with payment
methods, or retype credit card numbers.

Garden Sensors

Smart Televisions
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Helmet concussion sensor

bsyr;?oftbtzf X Nultiporl Helmel =eneor https://www.amazon.com/Shock

iy v 7 customer reviews box-LM2004-EXT-MultiSport-
Currently unavailable. Helmet- .

We don't know when or if this item will be back in stock. Se nsor/d D/BOODVHA]-L M?ImDrT
oken=NXcTrCppNfgrAc2MA1KYi

« Wireless head impact sensors sends alerts direct to your

ShOCkbOXE smartphone when a hit is too hard g&slotNum=2&Subscriptionld=A
» Long range Bluetooth connects to smartphone over 100m KIAIO22DD3AF USKXUKO&taq=
away inside arenas
» 100 hour rechargeable battery life with supplied micro USB w
cable 20&linkCode=xm2&camp=2025
« Fits on all sizes of hockey helmet with high bonding SR :
‘ adkicsive tape &creative=165953&creative ASIN
« Free downloaded Shockbox smartphone App displays =BOODVHAI1LM

history of impacts over set threshold
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Amazon DASH

amazondash
S—

Instantly reorder your favorite products

Dash Buttons are available for millions of products that ship with Prime.

Always Accessible

Find Dash Buttons on the Amazon home page, or at Your Dash
Buttons, where you can sort, label, or delete your buttons.

If you've purchased a product on Amazon that is typically reordered,
we will automatically create a Dash Button for you. You can add new
Dash Buttons from the product details page of any product available

Getting Started

“Alexa, show my
Dash Buttons”

Dash with Your Echo Show

You can also say, “Alexa, show my Dash Buttons” on the Echo Show to
see all of your Dash Buttons.

Learn more about Dash Buttons on Echo Show.

https://www.am
azon.com/b?ie=
UTF8&node=17
729534011

Samsung Family Hub

Access your Dash Buttons on the Samsung Family Hub smart
refrigerator. Together, Amazon and Samsung make it easy to reorder
the everyday essentials that keep your household running.

To get started, find Amazon Dash in your Family Hubs Apps.

0T things
presentation
- Davis M
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Kinsa thermometer

Monitoring your
temperature and
can call your
doctoras
necessary

® 98.6°

Well Informed

Kinsa uses your age, fever and symptoms to help you 2

il +
understand when and how to soothe symptoms, take ‘ Fever + Cough
meds or call the doctor.

® Ibuprofen

1.5 tsp
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Connected car story

The connected car is equipped with internet
connections and software that allow people to
stream music, look up movie times, be alerted of
traffic and weather conditions, and even power
driving-assistance services such as self-parking.
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Autonomous Cars

Source:
https://www.businessinsider.com/connected-car-
statistics-manufacturers-2015-2?IR=T
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(2) When shopping in the market, the goods

here!
come replace it. |mdecamann:uost

a tnu:k from Factory 8!

As the shopper entors the store, | ) When entering the doors, scanners will
nm.:he:g:.xﬁ,mn identify the tags on her clothing.

A microchip embedded
in her credit card talks
to the checkout reader.

# Paymentsumorzaton  (4) When paying for the goods, the microchip of
,‘ :\—the-eFem{—eaFel—WHJ—eemmumcate with checkout reader.

Ahen moving the goods, the reader

: izes her purchases. .
_mm'mb.:m.f g':;:%“o;gm Jg@mm will tell the staff to puta new one.

IHustration by Lisa Knouse Braiman for Forbes
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Smart farming: Use of IoT to improve agriculture

In loT-based smart farming, a system is built for monitoring the crop field with the help of sensors
(light, humidity, temperature, soil moisture, etc.) and automating the irrigation system. The farmers
can monitor the field conditions from anywhere. This is highly efficient compared to the
traditional/conventional approach.

In terms of environmental issues, loT-based smart farming provides great benefits including: better
and efficient water usage, and optimization of inputs and treatments.

Therefore, smart farming based on loT technologies enables growers and farmers to reduce waste and
enhance productivity.

Some of the loT applications in this area are:

. Precision farming

i.  Agricultural drones
i.  Livestock monitoring
iv.  Smart greenhouses
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Industrial lot (1l10T)

Industrial 10T (lloT) focusses on the use of cyber-physical systems to monitor the physical factory
processes and make data-based automated decisions.

While the physical systems are made the intelligent using loT, the real-time communication, and
cooperation both with each other and with humans is established via the wireless web
lloT brings in the concept of ‘a connected factory leads to a smart factory’.




LI rrriions

Qﬂﬁ( 5 ) ~—
¢ & i Q »

lloT in Manufacturing

1. Digital/connected factory: I0oT enabled machinery can transmit operational information to the
partners like original equipment manufacturers and to field engineers.

2. Facility management: The use of IoT sensors in manufacturing equipment enables condition-
based maintenance alerts.

3. Production flow monitoring: IoT in manufacturing can enable the monitoring of production lines
starting from the refining process down to the packaging of final products.

4. Inventory management: |oT applications permit the monitoring of events across a supply chain.
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5. Plant Safety and Security: 10T combined big data analysis can improve the overall workers’ safety
and security in the plant. .

6. Quality control: 10T sensors collect aggregate product data and other third-party syndicated data
from various stages of a productcycle.

7. Packaging Optimization: By using loT sensors in products and/or packaging, manufacturers can
gain insights into the usage patterns and handling of product from multiple customers.

8. Logistics and Supply Chain Optimization: The Industrial 10T (lloT) can provide access to real-
time supply chain information by tracking materials, equipment, and products as they move through
the supply chain.
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|IOT CHALLENGES

Security, privacy and data sharing issues

Because I0T devices are closely connected, all a hacker has to do is exploit one vulnerability to
manipulate all the data, rendering it unusable. And manufacturers that don't update their devices
regularly -- or at all -- leave them vulnerable to cybercriminals.

However, hackers aren't the only threat to the internet of things; privacy is another major concern for
loT users. For instance, companies that make and distribute consumer IoT devices could use those
devices to obtain and sell users' personal data.

Challenges with lloT:

. Security of data — same as above

i.  Reliability and stability — of IloT sensors

i.  Connectivity of all the systems in lloT setup — no maintenance envisioned?
iv.  Blendinglegacy systems — lIoT is new in the market
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What NEEDS TO be done?

Consumer education

Product reviews and comparisons

Vulnerability disclosure and vulnerability markets
Self-certification and voluntary codes of practice
Trust marks and labels like Internet Society’s Online Trust Alliance (OTA) loT Trust Framework
Government initiatives

Mandated security requirements

Mandated certification

Liability reform

Etc.

No intervention!?
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o‘%&) IOT ANALYTICS
Top 10 loT Startups 2019 (alphabetic order)

S ST N [ CTT o "OP 10 107 Startups 2019

=+ Strong partnerships
+ Outstanding team

Data Analytics i|=

ARUNDO

B{;%nitnesu Microfactories E Ig‘:}?;tejii;igell:;yee growth
D RAG O Cybersecurity E I'S’:'rzrn‘:‘i‘::t:;::‘?;:e growth
ELEMENT Data Analytics B= Ig;z:\?;;ﬁt:z:i ;r;\restors
FDGI’,‘I@ Edge Intelligence E Ii:;?iieczzt;?ni;rpz;ﬂcg:rent
‘ |gu azio Data Science platform I I ggg:i ;:Jssrtl?;:i; psc::zzlti; |

Secure Network Infrastructure

=+ Impressive list of investors

o IoTium

P Preferred
tworks

=+ Strong disruption potential

. + Strong customer portfolio

Real-time machine learnin . . .
& + Strong disruption potential

B= =+ Impressive employee growth

Robotics =+ Strong disruption potential

+ Strong customer portfolio

@ = .
sparkcognition Analytics / Al E + Strong partnerships

Methodology: In order to classify as “loT Startups”, companies have to focus on building enterprise solutions for the Internet of Things (at least 1 element of the tech stack), must be
foundedin 2013 or later, must provide enough public information. Out of the 1,018 companies that qualify according to those criteria, the top 10 were awarded based on Size of
existing investment (>$10M or more), Employee growth (>~50% in last 2 years), Quality of partnerships/investors (Reputed companies/ organizations), Quality of team
(Experience of board members), Quality of customers (Reputed companies), Analystopinion (Known customer sentiment, marketdisruption potential, others) Source:loT
Analytics Research—10oT Startups Report & Database 2019
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Bain & Company expects annual IoT revenue of hardware and software to exceed $450 billion by
2020.

McKinsey & Company estimates IoT will have an $11.1 trillion impact by 2025.

IHS Markit believes the number of connected loT devices will increase 12% annually to reach 125
billion in 2030.

Gartner assesses that 20.8 billion connected things will be in use by 2020, with total spend on loT
devices and services to reach $3.7 trillion in 2021.

By 2023, the average CIO will be responsible for more than three times as many endpoints as this year
— Gartner

Garter forecasts that worldwide IoT Security Spending will be 3.11 billion by 2021 largely driven by
regulatory compliance.

Great improvements in the security of lIoT devices driven by manufacturers’ own initiatives as well
users’ demand for better secure devices.

Global manufacturers will use analytics data recorded from connected devices to analyze processes
and identify optimization possibilities, according to IDC and SAP.

Business Insider forecasts that by 2020, 75 percent of new cars will come with built-in loT
connectivity.
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