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Network and Security concepts

Information Assurance Fundamentals

Authentication, authorization, and nonrepudiation are tools that system designers can use
to maintain system security with respect to confidentiality, integrity, and availability. There are
three key concepts, known as the CIA triad, which anyone who protects an information system
must understand: confidentiality, integrity, and availability. Information security professionals
are dedicated to ensuring the protection of these principals for each system they protect.

Additionally, there are three key concepts that security professionals must understand to
enforce the CIA principles properly: authentication, authorization, and nonrepudiation. All
definitions used in this section originate from the National Information Assurance Glossary
(NIAG) published by the U.S. Committee on National Security Systems.

Authentication

Authentication is important to any secure sys-tem, as it is the key to verifying the source
of a message or that an individual is whom he or she claims. The NIAG defines authentication as
a “security measure designed to establish the validity of a transmission, message, or originator,
or a means of verifying an individual’s authorization to receive specific categories of
information.”

When an authentication system requires more than one of these factors, the security
community classifies it as a system requiring multifactor authentication. Two instances of the
same factor, such as a password combined with a user’s mother’s maiden name, are not
multifactor authentication, but combining a fingerprint scan and a personal identification number
(PIN) is, as it validates something the user is (the owner of that fingerprint) and something the
user knows (a PIN).

Authentication also applies to validating the source of a message, such as a network
packet or e-mail. At a low level, message authentication systems cannot rely on the same factors
that apply to human authentication. Message authentication systems often rely on cryptographic
signatures, which consist of a digest or hash of the message generated with a secret key. Since
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only one person has access to the key that generates the signature, the recipient is able to validate
the sender of a message. Without a sound authentication system, it is impossible to trust that a
user is who he or she says that he or she is, or that a message is from who it claims to be.

Authorization

Authorization while authentication relates to verifying identities, authorization focuses on
determining what a user has permission to do. The NIAG defines authorization as “access
privileges granted to a user, program, or process.”

After a secure system authenticates users, it must also decide what privileges they have.
For instance, an online banking application will authenticate a user based on his or her
credentials, but it must then determine the accounts to which that user has access. Additionally,
the system determines what actions the user can take regarding those accounts, such as viewing
balances and making transfers.

Nonrepudiation

In the world of digital communications, no notary can stamp each transmitted message,
but nonrepudiation is still necessary. To meet this requirement, secure systems normally rely on
asymmetric (or public key) cryptography. While symmetric key systems use a single key to
encrypt and decrypt data, asymmetric systems use a key pair. These systems use one key
(private) for signing data and use the other key (public) for verifying data. If the same key can
both sign and verify the content of a message, the sender can claim that anyone who has access
to the key could easily have forged it. Asymmetric key systems have the nonrepudiation property
because the signer of a message can keep his or her private key secret.

Confidentiality

Confidentiality The term confidentiality is familiar to most people, even those not in the
security industry. The NIAG defines confidentiality as “assurance that information is not
disclosed to unauthorized individuals, processes, or devices.”

Confidentiality of digital information also requires controls in the real world. Shoulder
surfing, the practice of looking over a person’s shoulder while at his or her computer screen, is a
nontechnical way for an attacker to gather confidential information. Physical threats, such as
simple theft, also threaten confidentiality. The consequences of a breach of confidentiality vary
depending on the sensitivity of the protected data.

Integrity

Integrity In the information security realm, integrity normally refers to data integrity, or
ensuring that stored data are accurate and contain no unauthorized modifications. The National
Information Assurance Glossary (NIAG) defines integrity as follows:

Quality of an IS (Information System) reflecting the logical correctness and reliability of
the operating system; the logical completeness of the hardware and software implementing the
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protection mechanisms; and the consistency of the data structures and occurrence of the stored
data. Note that, in a formal security mode, integrity is interpreted more narrowly to mean
protection against unauthorized modification or destruction of information.

Availability

Information systems must be accessible to users for these systems to provide any value. If
a system is down or responding too slowly, it cannot provide the service it should. The NIAG
defines availability as “timely, reliable access to data and information services for authorized
users.” Attacks on availability are somewhat different from those on integrity and confidentiality.
The best-known attack on availability is a denial of service (DoS) attack. A DoS can come in
many forms, but each form disrupts a system in a way that prevents legitimate users from
accessing it.
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