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Address Resolution Protocol (ARP)

is a procedure for mapping a

dynamic IP address to a permanent

physical machine address in a local

area network (LAN).

The physical machine address is

also known as a media access

control (MAC) address.
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Working of ARP
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ARP Packet format
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Hardware& Protocol type

• The size of the hardware type field is

16 bit. This field defines the network

type that the local network needs to

transmit the ARP message.

• The protocol type is a 16-bit field used

to specify the type of protocol.
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Hardware length

The size of the hardware length

field is 8-bit. This field specifies the

length of the physical address in

bytes.

Example: For this, the address

length of Ethernet is 6.
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Protocol Length

The size of the protocol length 

field is 8-bit long. It defines the 

length of the IP address in 

bytes.
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Operation

• It is a 16-bit field that determines

the type of ARP packet.

• There are two types of ARP

packets, i.e., ARP request(1) and

ARP Reply(2).
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Sender & Protocol Address

SHA: This field specifies the

physical address of the sender,

and the length of this field is not

fixed.

SPA: This field is used to

determine the logical address of

the sender, and the length of this

field is not fixed.
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Target hardware 
& Protocol Address

THA: The target hardware address

specifies the physical address of the

target. It is a variable-length field.

TPA: This field determines the logical

address of the target. TPA is a variable-

length field.


