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IPv4 vs IPv6

NS

IPv4 IPv6
IPv4 has a 32-bit address length IPv6 has a 128-bit address length
It Supports Manual and DHCP address configuration It supports Auto and renumbering address configuration

In IPv4 end to end, connection integrity is Unachievable In IPv6 end to end, connection integrity is Achievable

Address space of IPv6 is quite large it can produce

.29x10°
It can generate 4.29x10” address space 3.4x10% address space

The Security feature is dependent on application IPSEC is an inbuilt security feature in the IPv6 protocol

Address representation of IPv4 is in decimal Address Representation of IPv6 is in hexadecimal

Fragmentation performed by Sender and forwarding

In IPv6 f i f I h
routers n IPv6 fragmentation performed only by the sender

In IPv6 packet flow identification are Available and uses
the flow label field in the header
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In IPv4 Packet flow identification is not available
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IPv6 Packet Format

Each packet Is composed of a base header followed by the
payload. The base header occupies 40 bytes, whereas
payload can be up to 65,535 bytes of information. The

description of fields follows.
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IPv6 datagram

<€ >

<¢== Basc header Payload I a. IPv6 packet

0 A 12 16 24 31

Version | Traffic class Flow label
Payload length Next header Hop Iimit

Source address
(128 bits = 16 bytes)

40 bytes Up to 65,535 bytes >|

Destination address
(128 bits = 16 bytes)

b. Base header
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1 Version. The 4-bit version field defines the version number of the IP. For IPv6, the =
value is 6.

J Traffic class. The 8-bit traffic class field is used to distinguish different payloads

with different delivery requirements. It replaces the type-of-service field in IPv4.

1 Flow label. The flow label is a 20-bit field that is designed to provide special handling
for a particular flow of data. We will discuss this field later.

1 Payload length. The 2-byte payload length field defines the length of the IP
datagram excluding the header. Note that IPv4 defines two fields related to the

length: header length and total length. In IPv6, the length of the base header is

fixed (40 bytes); only the length of the payload needs to be defined.

J Next header. The next header is an 8-bit field defining the type of the first extension
header (if present) or the type of the data that follows the base header in the
datagram. This field is similar to the protocol field in IPv4, but we talk more about

it when we discuss the payload.

J Hop limit. The 8-bit hop limit field serves the same purpose as the TTL field in IPv4.
] Source and destination addresses. The source address field is a 16-byte (128-bit)
Internet address that identifies the original source of the datagram. The destination
address field is a 16-byte (128-bit) Internet address that identifies the destination of
the datagram.

J Payload. Compared to IPv4, the payload field in IPv6 has a different format and
Meaning.
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Payload in an IPv6 datagram

T
D
_____ + Next header %
---------- i - 's
R % Some next-header codes
""" £ as 00- : N
- 00: Hop-by-hop option
. — 02: ICMPvV6
______ #® Next header| Length (l)g TCI;)
_____ > Extension header 43: Source-routing option
° 44: Fragmentation option
° =2 50: Encrypted security payload
... Next header| Length = 51:Authentication header
""" E - on head = 59: Null (no next header)
xtension header = \60: Destination option y
----- >
Data: a packet from another protocol
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Extension Header -

INSTIZ P2l

An IPv6 packet Is made of a base header and some extension
headers. The length of the base header Is fixed at 40 bytes.
However, to give more functionality to the IP datagram, the
base header can be followed by up to six extension headers.
Many of these headers are options in IPv4. Six types of
extension headers have been defined. These are hop-by-hop
option, source routing, fragmentation, authentication,
encrypted security payload, and destination option.
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Extension Header Types

‘ Hop-by-hop I ‘ Destination I ‘ Source rﬁutingl ‘ Fragmentatiﬂnl ‘ Authenticatiﬁnl ‘ ESP I
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Network layer 1n version 4

ICMPvV6

Network layer 1n version 6
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Better header format. |1Pv6 uses a new header format in which options are separated
from the base header and inserted, when needed, between the base header

and the data. This simplifies and speeds up the routing process because most of the
options do not need to be checked by routers.

1 New options. |IPv6 has new options to allow for additional functionalities.

1 Allowance for extension. IPv6 is designed to allow the extension of the protocol if
required by new technologies or applications.

J Support for resource allocation. In IPv6, the type-of-service field has been
removed, but two new fields, traffic class and flow label, have been added to enable

the source to request special handling of the packet. This mechanism can be used

to support traffic such as real-time audio and video.
J Support for more security. The encryption and authentication options in IPv6 provide

confidentiality and integrity of the packet.
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Assessment

a).What is IPv6?
b) Compare IPv4 and IPv6
c) What is traffic class?
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