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Message communication protocols
oLoWPAN
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= 6LOWPAN is an acronym of IPv6

over Low power Wireless Personal
Area Networks.

= It is designed by the 6LoWPAN
working group in IETF (Internet
Engineering Task Force).

= RFC 4919 (6LoWPAN Overview,
Assumptions, Problem Statement, and
Goals) included a detailed review of

requirements, which were released In
2007.
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Related Working Groups

Constrained Restful Environments

Application Core Charter to provide a framework for resource-oriented applications
intended to run on constrained IP networks.

General

IPv6 over Low power WPAN
Internet 6LowPAN Charteris to develop protocols to support IPv6 running over IEEE

802.15.4 low-power radio networks.

Lightweight Implementation Guidance
Ops and Mgmt LWIG Charter is to provide guidance in building minimal yet interoperable
IP-capable devices for the most constrained environments. .

Routing over Low Power Lossy Networks
Charter focusses on routing issues for low power lossy networks.

Security

Reuse work done here where possible

Transport
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802.154
Amendmenis

802.11 Wireless LAN WiFi 802.11a/bigin/ah

802.15.1
Bluetooth

802.15.4c
PHY for China

802.15 Personal Area

IEEE 802 HEPROck

LAN/MAN 802.15.2

Co-existence

802.15.4d
PHY for Japan

802.16 Wireless
Broadband Access

802.154e
MAC Enhancements

802.153
50 —HMQ‘WEAL
Regional Area Nefwork

802.15.4f
PHY for RFID

802.154
Low Rate WPAN

802.15.4g
Smart Utility Networks

802.15.5
Mesh Networking

802.15.6 Body Area
Networking

TV White Space PHY
15.4 Study Group

802.15.7 Visible Light
Communications
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|EEE Wireless Standards

——

« Industrial strength

+ Minimised listening costs
* Improved security

* Improved link refiability

+ Support smart-gnd networks
 Up fo 1 Km transmission

+ >100Kbps

* Millions of fixed endpoinis

* Qutdoor use

+ Larger frame size

+ PHY Amendment

+ Neighborhood Area Networks

15.02.2023




FTUIons

= Traditional way: 2-stage = End-to-end IP
transmis 3i0
Internet nterne " packe

all the way
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batteries.

= Capabillities are more limited

o small frame sizes, low bandwidth, and low transmit

power, limited memory and compute power.
Proprietary protocols and link-only solutions,
presuming that IP was too memory and
bandwidth-intensive

= Low-cost nodes communicating over multiple
hops to cover a large geographical area
= Operate unattended for years on modest
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6LOWPAN Protocol Stack ~ JF

TCP/IP Protocol Stack 6LoWPAN Protocol Stack
HTTP RTP Application Application

TCP UDP ICMP Transport
IP Network IPv6 with LOWPAN

Ethernet MAC Data Link |IEEE 802.15.4 MAC
Ethernet PHY Physical IEEE 802.15.4 PHY
S —
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Stacks

MTU for 802.15.4

Less max 25 bytes for frame overhead
Worst case leaves onfy 81 bytes

¢ SR LY 23y P
or headers and pavioad

s TSR R R Y R, IPv6 Fragmentation
802.15.4 Header c':’:pr“;f;; 1PV Payload :
H2154Header Ot g"smpr”;f:n 1PV Payload e
802154 Header |- e c‘mm IPY6 Payload Yes
802.15.4 Header . IPV6 Payload No

Compression
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Typical 6LoWPAN Header

Multiple L2 Hops

No
No
Yes (Future)

Yes (Future)
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6LoWPAN Format

IEEE 802.15.4 Frame Format

Dpan| Dst EUID 64 S pan Src EUID 64

Max 127 bytes

C
<

v

preamble |2 | § | FCF | 2| Dst16[Src16] Fohk
Network Header  Application Data
IETF 6LOWPAN Format 25| 8
o IITHIP
_ . | UDP
Dispatch: coexistence
. gl g|o
Header compression - LELYIT
frag @
Mesh (L2) routing = E
2| frag &| ¢
—'E I

Message > Frame fragmentation

= Orthogonal stackable header format

= Almost no overhead for the ability to interoperate
and scale.

= Pay for only what you use
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