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rIrorionss

Insecure Channel
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Diffie Hellman Key Exchange N D

» Diffie & Hellman in 1976 along with the exposition of public key concepts

Securely Exchange keys
» a public-key distribution scheme
cannot be used to exchange an arbitrary message
rather it can establish a common key
known only to the two participants

» value of key depends on the participants (and their private and public key
information)

» based on exponentiation in a finite (Galois) field (modulo a prime or a
polynomial) - easy

» security relies on the difficulty of computing discrete logarithms (similar to
factoring) - hard
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FIrorionss

Eve
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Analogy continued..

» Eve can’t determine the secret color because she doesn’t have the right
color to mix together

» This works based on two assumptions
Paint is easy to mix
Paint is hard to unmix
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Algorithm

VSTIDPNE

» all users agree on global parameters:

» each user (eg. B) generates their key

large prime integer or polynomial g chooses a secret key (number): x; < q

@a primitive root mod g compute their public key: yg = o B

mod q
» shared session key for users A & B is K:
K=y, Emod q (which B can compute)
K = yBXA mod q (which A can compute)

» each user (eg. A) generates their key
chooses a secret key (number): x, < q
compute their public key: y, = a *
mod g

-\ r

» each user makes public that key y,
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Private = 5

w®

<
(6~°) MOD 13

(7776) MOD 13
Public = 2

;h_/

D

(9~°) MOD 13
(59049) MOD 13
Shared Secret = 3

a4 )

o

Agree upon two numbers:

P Prime Number 13
G GeneratorofP 6

J

[ Randomly generate a Private Key ]

Calculate Public Key:

[ Exchange Public Keys J

Calculate the Shared Secret

(Shared Public~Privatey yop p

N

Private = 4

~
(6~%) MoD 13

(1296) MOD 13
Public = 9

;@m_/

QP

(2~%) MoD 13
(16) MOD 13
Shared Secret = 3
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-
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FIrorions

Alice Mallory Bob

gd mod p g mod p

g mod p g mod p

K, = g™ mod p K, = g®™ mod p K2 = gP™ mod p
I{2=ghm mod p
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Bob

Common paint

Secret colours

Q-0

|
A
\
A

Public transport

(assume that
mixture separation
is expensive)

f
A

U

Secret colours

Common secret

Diffie-Hellman Key Excha

Bob and Alice know and have the following :
g =23 (a prime number) g = 11 { 3 generator)

Alice chooses a secret random numbera = 6

Alice computes : A = gamud p

A:llﬁmud23:9 x
Alice receives B = 5 from Bob

a
Secret Key = K =B mod p

K= sﬁmnd 23 =|8

The common secret key is: 8

b

M.B. We could also have wrtten : K = ga mod

nge

Bob chooses a secret random numberbh = 5

Bob computes : B = g bmod P
B=11"mod 23 =5

Bob receives A = 9 from Alice

+]
Secret Key = K = A mod p

5
K=9 mod 23 =|8

2007 Mat-I
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Example

STTOIPNE

» users Alice & Bob who wish to swap keys:
» agree on prime q=353 and a=3
» select random secret keys:

A chooses x,=97, B chooses x;=233

b compute public keys:

VA= 3233m0d 353 =40 (Alice)
ys=3 mod 353 =248 (Bob)

» compute shared session key as:

K,g= yBXA mod 353 = 24?33 =160 (Alice)
K,s=V, Pmod 353=40""=160 (Bob)
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Assessment 1

1. Which one of the following algorithm is not used 1
cryptography?
a) rsa algorithm
b) diffie-hellman algorithm
c) electronic code book algorithm
d) dsa algorithm

2. Which is the key exchange algorithm used in CipherSuite parameter?
a) RSA

b) Fixed Diffie-Hellman

c) Ephemeral Diffie-Hellman

d) Any of the mentioned
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