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Prime Numbers

prime numbers only have divisors of 1 and self

◼ they cannot be written as a product of other numbers

◼note: 1 is primes generally not of interest me, but

Example : 2,3,5,7 are prime, 4,6,8,9,10 are not prime numbers are
central to number theory

To factor a number n is to write it as a product of other numbers:

n=a x b x c

Prime factorization
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Prime Numbers

A prime number has only 2 factors: 1 and itself.

1 is not a prime factor as it has only 1 factor
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Example

Factorization

91 = 7 * 13 

3600 = 24 * 32 * 52

11011 = 7 * 112 * 13
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Relatively Prime Numbers & GCD

 Two numbers a, b are relatively prime if have no
common divisors apart from 1

• Example:
• 8 & 15 are relatively prime since factors of
◼ 8 are 1,2,4,8 and
◼ 15 are 1,3,5,15 and 1 is the only common factor

GCD

300=21x31x52

18=21x32

GCD(18,300)=21x31x50=6



11/8/2022 9/10
Primes-Primality Testing /CS8792&19CS503-Cryptography and Network Security/  Dr.Jebakumar Immanuel D/CSE/SNSCE

Primality test

 A primality test is an algorithm for determining whether an input number is prime. Among other fields of
mathematics, it is used for cryptography.

 Unlike integer factorization, primality tests do not generally give prime factors, only stating whether the
input number is prime or not.

 Factorization is thought to be a computationally difficult problem, whereas primality testing is
comparatively easy (its running time is polynomial in the size of the input).

 Some primality tests prove that a number is prime, while others like Miller–Rabin prove that a number is
composite. Therefore, the latter might more accurately be called compositeness tests instead of primality
tests.
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Simple methods

 The simplest primality test is trial division: given an input number, n, check whether it is evenly divisible by
any prime number between 2 and √n (i.e. that the division leaves no remainder). If so, then n is composite.
Otherwise, it is prime.[1]

 For example, consider the number 100, which is evenly divisible by these numbers:

 2, 4, 5, 10, 20, 25, 50

 Note that the largest factor, 50, is half of 100. This holds true for all n: all divisors are less than or equal to
n/2.

 Actually, when we test all possible divisors up to}n/2, we will discover some factors twice. To observe this,
rewrite the list of divisors as a list of products, each equal to 100:

2 × 50, 4 × 25, 5 × 20, 10 × 10, 20 × 5, 25 × 4, 50 × 2
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Simple methods



11/8/2022 12/10
Primes-Primality Testing /CS8792&19CS503-Cryptography and Network Security/  Dr.Jebakumar Immanuel D/CSE/SNSCE

Heuristic tests

 These are tests that seem to work well in practice, but are unproven and therefore are not, technically
speaking, algorithms at all. The Fermat test and the Fibonacci test are simple examples, and they are very
effective when combined. John Selfridge has conjectured that if p is an odd number, and p ≡ ±2 (mod 5),
then p will be prime if both of the following hold:

2p−1 ≡ 1 (mod p),

fp+1 ≡ 0 (mod p),

where fk is the k-th Fibonacci number. The first condition is the Fermat primality test using base 2.

 In general, if p ≡ a (mod x2+4), where a is a quadratic non-residue (mod x2+4) then p should be prime if
the following conditions hold:

2p−1 ≡ 1 (mod p),

f(1)p+1 ≡ 0 (mod p),

f(x)k is the k-th Fibonacci polynomial at x.
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Assessment 1

1. A non-polynomial function can never agree with euler’s theorem.
a) True
b) false

2. For homogeneous function with no saddle points we must have the 
minimum value as _____________
a) 90
b) 1
c) equal to degree
d) 0
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