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Modular Arithmetic
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Positive integer n

Non negative integer a

Divide a by n

Get integer Quotient q  & 
integer remainder r

▪ Obey the relationship

▪ a= qn + r  ;  0<= r<= n ; q = [a/n]

▪ a = a/n  * n + (a mod n)

▪ Congruent Modulo n

▪ if (a mod n) = (b mod n). 

▪ a ≡ b (mod n).



Properties of Congruence

▪ a ≡ b (mod n) if n|(a - b).

▪ a ≡ b (mod n) implies b ≡ a (mod n).

▪ a ≡ b (mod n) and b ≡ c (mod n) imply a ≡ c (mod n).

▪ a=b+kn, for some k
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Properties of Modular Arithmetic
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▪ (a + b) mod n = [(a mod n) + (b mod n)] mod n 

▪ (a - b) mod n = [(a mod n) - (b mod n)] mod n

▪ (a x b) mod n = [(a mod n) x (b mod n)] mod n

▪ Define (a mod n) = ra;       a = jn + ra for some j
(b mod n) = rb; b = kn + rb for some k

(a + b) mod n = (jn + ra + kn + rb) mod n
= (ra + rb + (k + j)n ) mod n
= (ra + rb) mod n 
= [(a mod n) + (b mod n)] mod n



Example

▪ Solve this for the properties

▪ 11 mod 8 = 3; 15 mod 8 = 7
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[(11 mod 8) + (15 mod 8)] mod 8 = 
10 mod 8 = 2
(11 + 15) mod 8 = 26 mod 8 = 2

[(11 mod 8) - (15 mod 8)] mod 8 = 
-4 mod 8 = 4
(11 - 15) mod 8 = -4 mod 8 = 4

[(11 mod 8) * (15 mod 8)] mod 8 = 
21 mod 8 = 5
(11 * 15) mod 8 = 165 mod 8 = 5



Modulo 8 Addition and Multiplication
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* 0 1 2 3 4 5 6 7

0 0 0 0 0 0 0 0 0

1 0 1 2 3 4 5 6 7

2 0 2 4 6 0 2 4 6

3 0 3 6 1 4 7 2 5

4 0 4 0 4 0 4 0 4

5 0 5 2 7 4 1 6 3

6 0 6 4 2 0 6 4 2

7 0 7 6 5 4 3 2 1

+ 0 1 2 3 4 5 6 7

0 0 1 2 3 4 5 6 7

1 1 2 3 4 5 6 7 0

2 2 3 4 5 6 7 0 1

3 3 4 5 6 7 0 1 2

4 4 5 6 7 0 1 2 3

5 5 6 7 0 1 2 3 4

6 6 7 0 1 2 3 4 5

7 7 0 1 2 3 4 5 6

(x + y) mod 8 = 0.

(x x y) mod 8 = 1

Inverse: 



Modulo 8 Addition and Multiplication
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* 0 1 2 3 4 5 6 7

0 0 0 0 0 0 0 0 0

1 0 1 2 3 4 5 6 7

2 0 2 4 6 0 2 4 6

3 0 3 6 1 4 7 2 5

4 0 4 0 4 0 4 0 4

5 0 5 2 7 4 1 6 3

6 0 6 4 2 0 6 4 2

7 0 7 6 5 4 3 2 1

+ 0 1 2 3 4 5 6 7

0 0 1 2 3 4 5 6 7

1 1 2 3 4 5 6 7 0

2 2 3 4 5 6 7 0 1

3 3 4 5 6 7 0 1 2

4 4 5 6 7 0 1 2 3

5 5 6 7 0 1 2 3 4

6 6 7 0 1 2 3 4 5

7 7 0 1 2 3 4 5 6

w -w w-1

0 0 -

1 7 1

2 6 -

3 5 3

4 4 -

5 3 5

6 2 -

7 1 7

(x + y) mod 8 = 0. (x x y) mod 8 = 1Inverse: 



Properties of Modular Arithmetic
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Property Expression

Commutative Laws (w + x) mod n = (x + w) mod n
(w x x) mod n = (x x w) mod n

Associative Laws [(w + x) + y] mod n = [w + (x + y)] mod n
[(w x x) x y] mod n = [w x (x x y)] mod n

Distributive Law [w x (x + y)] mod n = [(w x x) + (w x y)] mod n

Identities (0 + w) mod n = w mod n
(1 x w) mod n =  w mod n 

Additive Inverse (-w) For each w€ Zn, there exists a z such that w + z ≡ 0 mod n



Modular Arithmetic Recap

Compute the table for 
Modulo 7 Arithmetic –
Addition, Multiplication 
and their inverse
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Euclid’s Algorithm

▪ Greatest Common Divisor (gcd)

▪ gcd : A common problem in number theory.

▪ gcd(a, b) : (greatest common divisor of a and b) is the largest 
number that divides evenly into both a and b 
▫ gcd(a, b) = max{ k ; such that k|a and k|b }
▫ gcd(60, 24) = 12

▪ If gcd(a, b) = 1, i.e. if a and b have no common factors
▫ (except 1) and hence a and b are relatively prime

▪ gcd(8,15) = 1  implies  8 and 15 are relatively prime

10/159/19/2022 Euclid Algorithm/ 19CS503 - Cryptography and Network Security / jebakumar / CSE / 

SNSCE



Algorithm and Example gcd(1970, 1066)
1970 = 1 x 1066 + 904 gcd(1066, 904)

1066 = 1 x 904 + 162 gcd(904, 162)

904 = 5 x 162 + 94                   gcd(162, 94)

162 = 1 x 94 + 68 gcd(94, 68)

94 = 1 x 68 + 26 gcd(68, 26)

68 = 2 x 26 + 16 gcd(26, 16)

26 = 1 x 16 + 10 gcd(16, 10)

16 = 1 x 10 + 6 gcd(10, 6)

10 = 1 x 6 + 4 gcd(6, 4)

6 = 1 x 4 + 2 gcd(4, 2)

4 = 2 x 2 + 0 gcd(2, 0)
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Euclid(A,B)
If B=0 then return A

else return Euclid(B, A mod B)

Therefore, gcd(1970, 1066) = 2



Extended Euclidean Algorithm

▪ For given integers a and b, the extended Euclidean
algorithm not only calculate the greatest common divisor d
but also two additional integers x and y that satisfy the
following equation.

▪ ax + by = d = gcd(a, b)
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Extended Euclidean Algorithm Example gcd(1759,550) 
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c d q r Conclusion

1759 550 3 109
109=1759-3(550)
109=a-3b

550 109 5 5
5=550-5(109)
5=b-5(a-3b)                      5=b-5a+15b
5=-5a+16b

109 5 21 4
4=109-21(5)                    4=a-3b-21(-5a+16b)
4=a-3b+105a-336b        4=106a-339b

5 4 1 1
1=5-1(4)                        1=-5a+16b-106a+339b
1=-111a+355b

4 1 4 0

a= 1759  b=550  Answer: -111a+355b =1=gcd(a,b)



Assessment

Find the GCD of the 
(24140,16762)
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Thanks!
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