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GROUP (G) / ABELIAN GROUP

LLTTITITIONS

[f a and b belong to G, then

denoted by {G, .}, i tofel t
enoted by {G, .}, is a set of elements a.bisalsoinG.

with a binary operation denoted by Al: Closure
Abelian
Group a.(b.c)=(a.b).c
AS5: A2: for all a, b, cin G.
a.b=Db.a Commutative Associative
for all a, b in G. AXioms

There is an element e in

_ _ G such that
For each a,‘?‘ G, there is an A4: Inverse A3: Identity d.€=¢€.d=4d
element a in G such that element element werr gl & A (©

a.a’'=a’ .a=e.
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CYCLIC GROUP

* Agroup is cyclic if every element is a power of some fixed element
* ie b =aXfor some a and every b in group

* ais said to be a generator of the group Pt
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denoted by {R, +, *}, is a set of elements with two binary
operations, called addition and multiplication

LLTTTTITION S

Al - A5
Integral Domain
5 If a and b belong to R,
M1: Closue : :
. : _ M6: No zero then ab is also in R.
[fa,bin R and ab =0, then E lqnii_er |
eithera=0 orb=0. muttipiication
a(bc) = (ab)c for
. . Axi .
There is an element 1 in R VS OIS M- alla,b,cin R
such thatal = 1a =a for all Multiplicative Associativity of
2in R identity Multiplication
Commutative Ring Vil . a(b+c)=ab +ac
_ Commutat.ivity of Distributive (a+b)c=ac+Dbc
ab =batforalla, bin multiplication Laws foralla. b. cin R.

R
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FIELDS (F)

rorIons

denoted by {F, +, *}, is a set of elements with two
binary operations, called addition and multiplication

For each a in F, except 0, there is an
element a!in F such that
aal=(al)a=1.
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WHY ALGEBRAIC STRUCTURES IN
CRYPTOGRAPHY?

The The
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puble key private key
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ASSESSMENT - Complete the chart.

[ (Al) Closure under addition
(A2) Associativity of addition
(A3) Additive identity

(A4) Additive inverse
' (A5) Commutativity of addition

(M1) Closure under multiplication
(M2) Associativity of multiplication
(M3) Distributive law

(M4) Commutativity of multiplication
(M5) Multiplicative identity

(M6) No zero divisors

(M7) Multiplicative inverse

9/19/2022 Algebraic Structures / 19CS503 - Cryptography and Network Security / jebakumar Immanuel D/ CSE/ SNSCE

LLTTITITION S

8/10



|I |

urewo(
|[ed3a3uj|

-

PI=!d

9/19/2022

f

Suul

3AI)EINLILLION)

sury

"

dnous uelpqy

dnoun

f

.

ASSESSMENT SOLUTION - Complete the chart.

 (Al) Closure under addition
(A2) Associativity of addition
(A3) Additive identity

(A4) Additive inverse
(A5) Commutativity of addition

(M) Closure under multiplication
(M2) Associativity of multiplication
(M3) Distributive law

(M4) Commutativity of multiplication
(M5) Multiplicative identity

(M6) No zero divisors

(M7) Multiplicative inverse
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