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DIGITAL COMMUNICATION
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OVERVIEW OF INFORMATION THEORY HISTORY
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OVERVIEW OF INFORMATION THEORY HISTORY
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What is Information theory about ?
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Express everything in
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Efficient
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Secure
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Reliable
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Perfect security -Cryptosystem
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Cryptosystem

➢ The traditional main goal of cryptography is to preserve secrecy of the  message, i.e. to transform it in the way that 
no unauthorized person  can read the message while it is easily readable by authorized persons.

➢ First applications of message secrecy are known from ancient times  and served to keep secret military and 
diplomatic secrets,  craftsmanship methods and also love letters.

➢ Craftsmanship secrets on earthen tablets in Ancient Summer.  
➢ Spartian Scytale.
➢ Secrets hidden in a wax table or under hair of a slave.  
➢ Caesar cipher.
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Cryptosystem
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Cryptosystem
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Perfect Secrecy
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Perfect Secrecy
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Perfect Secrecy
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Perfect Secrecy
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Perfect Secrecy
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Perfect Secrecy

➢ If P(X = x0) = 0 for some x0 ∈ P, then we trivially obtain
➢ P(X = x0|Y = y ) = P(X = x0). Therefore we consider only elements  such that P(X = x ) > 0.
➢ For such plaintexts we observe that P(X = x |Y  = y ) = P(X = x ) is  equivalent to P(Y = y |X = x ) = 

P(Y = y ).
➢ Let us suppose that P(Y = y ) > 0 for all y ∈ C. Otherwise y can be  excluded from C since it is 

useless.
➢ Fix x ∈ P. For each y ∈ C we have
➢ P(Y = y |X = x ) = P(Y = y ) > 0. Therefore for each y ∈ C there  must be some key k ∈ K such that y 

= ek (x ). It follows that
➢ |K| ≥ |C|.
➢ The encryption is injective giving |C| ≥ |P|.
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Perfect Secrecy



9/14/2022 24/27perfect security – information theory – product cryptosystem /19CS503--Cryptography and Network Security/  Dr.Jebakumar Immanuel 
D/CSE/SNSCE

Perfect Secrecy
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Perfect Secrecy

Proof.
The perfect secrecy condition gives P(X = xi |Y  = y ) = P(X = xi ) and  we have 
P(K = ki ) = P(Y = y ). This gives that all keys are used with  the same 
probability. Since there are |K| keys, the probability is 1/|K|.  Conversely, 
suppose the conditions are satisfied and we want to show  perfect secrecy. 
The proof is analogous to the proof of perfect secrecy of  the Shift cipher.
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Assessment
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Let (P, C, K, E, D) be a cryptosystem such that |P| = |C| = |K|.  Then the  
cryptosystem provides perfect secrecy if and only if every key is used with  equal 

probability 1/|K|, and for every x ∈ P and every y ∈ C, there is a  unique key k such 
that ek (x ) = y.
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