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Modern Cryptography
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Modern Cryptography

 Cryptography: The scientific study of techniques for securing digital information,
transaction, and distributed computations.

 Classical cryptography was restricted to military. Modern cryptography is influences
almost everyone.

 Classical cryptography was mostly about secret communication. With modern
cryptography the scope has expanded. It now deals with digital signatures, digital cash,
secure voting…

 Modern cryptography breaks out of the “design-break-design” cycle model of classical
cryptography.

 The security is not based on the secrecy of the protocol details but based on sound
mathematical and computational principles.

 Provable security: It is now possible to formally argue about the security of protocols.
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Privacy

 Alice wants to send a message to Bob without an adversary Eve figuring out the
message.
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Integrity and Authenticity

 Bob wants to make sure that the message that he received from Alice is indeed sent by
her and not modified during transit.

M=“payEveRs.100”
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Perfect world

 There is a super-strong pipe between Alice and Bob.

 Both privacy and authenticity goals are met.
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Real world

 The channel between Alice and Bob is public.

 Assume that Alice and Bob share some secret K.

 Alice encodes her message M using a public encryption algorithm E and K.We write C = EK(M).

 Bob decrypts Alice’s message using a public decryption

 algorithm D and K. We write M = DK(C).
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Shannon’s one time pad

 EK(M) = K (XOR) M

 Example:

 101 (XOR) 111 = 010

 101 (XOR) 010 = 111

 Is this protocol secure?

 Yes.The adversary can only guess each bit with probability ½.

 Problem:The key is as long as the message.
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Pseudo randomness
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Pseudo randomness
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Pseudo randomness
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Cryptanalysis

 Cryptanalysis is the decryption and analysis of codes, ciphers or encrypted text.
Cryptanalysis uses mathematical formulas to search for algorithm vulnerabilities and
break into cryptography or information security systems
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Cryptanalysis

 Practice of analyzing and breaking cryptography

 Resistance to crypt analysis is directly proportional to the key size

 With each extra byte strength of key doubles

 Cracking Pseudo Random Number Generators

 A lot of the encryption algorithms use PRNGs to generate keys which can also be
cracked leading to cracking of algorithms

 Variety of methods for safe guarding keys (Key Management)

 Encryption & computer access protection

 Smart Cards
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Cryptanalysis attack

 Known-Plaintext Analysis (KPA): Attacker decrypt ciphertexts with known partial
plaintext.

 Chosen-Plaintext Analysis (CPA): Attacker uses ciphertext that matches arbitrarily
selected plaintext via the same algorithm technique.

 Ciphertext-Only Analysis (COA): Attacker uses known ciphertext collections.

 Man-in-the-Middle (MITM) Attack: Attack occurs when two parties use message or key
sharing for communication via a channel that appears secure but is actually
compromised. Attacker employs this attack for the interception of messages that pass
through the communications channel. Hash functions prevent MITM attacks.

 Adaptive Chosen-Plaintext Attack (ACPA): Similar to a CPA, this attack uses chosen
plaintext and ciphertext based on data learned from past encryptions.
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Compute the Ciphertext using 
Playfair Cipher

Perform Encryption and 
decryption using Playfair cipher 

for the following Message hi 
where are you and Key: 

monarchy
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