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2. Monoalphabetic Ciphers 

With only 25 possible keys, the Caesar cipher is far from secure.A dramatic increasing the 

key space can be achieved by allowing an arbitrary substitution. A permutation of a finite set of 

elements is an ordered sequence of all the elements of, with each element appearing exactlyonce. 

For example, if S ={a,b,c} , there are six permutations of : 

abc, acb, bac, bca, cab, cba 

In general, there are n! permutations of a set of elements, because the first element can 

be chosen in one of n ways, the second in n-1 ways, the third in n-2 ways, and so on. 

Recall the assignment for the Caesar cipher: 

plain: a b c d e f g h I j kl m n o p q r s t u v w x y z 

cipher: D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 

If, instead, the “cipher” line can be any permutation of the 26 alphabetic characters, then 

there are 26! or greater than 4*1026 possible keys. This is 10 orders of magnitude greater than the 

key space for DES and would seem to eliminate brute-force techniques for cryptanalysis. Such an 

approach is referred to as a monoalphabetic substitution cipher, because a single cipher 

alphabet (mapping from plain alphabetto cipher alphabet) is used per message. 

The ciphertext to be solved is 

 

UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ 

VUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZUHSX 

EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ 

As a first step, the relative frequency of the letters can be determined and compared to a standard 

frequency distribution for English, such as is shown in Figure 1.9. If the message were long 

enough, this technique alone might be sufficient, but because this is a relatively short message, 

we cannot expect an exact match. In any case, the relative frequencies of the letters in the 

ciphertext (in percentages) are as follows: 
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Figure 1.10 Relative Frequencies of Letters in English Text 

 
That cipher letters P and Z are the equivalents of plain letters e and t, but it is not certain 

which is which. The letters S, U, O, M, and H are all of relatively high frequency and probably 

correspond to plain letters from the set {a, h, i, n, o, r, s}. The letters with the lowest frequencies 

(namely A, B, G, Y, I, J) are likely included in the set {b, j, k, q, v, x, z}. 

A powerful tool is to look at the frequency of two-letter combinations, known as digrams. 

The most common such digram is th. In our ciphertext, the most common digram is ZW, which 

appears three times. So we make the correspondence of Z with t and W with h. Then, by our 

earlier hypothesis, we can equate P with e. Now notice that the sequence ZWP appears in the 

ciphertext, and we can translate that sequence as “the.” This is the most frequent trigram (three- 

letter combination). Next, notice the sequence ZWSZ in the first line. We do not know that these 

four letters form a complete word, but if they do, it is of the form th_t. If so, Sequates with a. 

So far, then, we have 
 

 

 

Only four letters have been identified, but already we have quite a bit of the message. Continued 

analysis of frequencies plus trial and error should easily yield a solution from this point. The 

complete plaintext, with spaces added between words, follows: 

it was disclosed yesterday that several informal but 

direct contacts have been made with political 
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representatives of the viet cong in moscow 

Monoalphabetic ciphers are easy to break because they reflect the frequency data of the original 

alphabet. A countermeasure is to provide multiple substitutes, known as homophones, for a single 

letter. 

 
3. Playfair Cipher 

The best-known multiple-letter encryption cipher is the Playfair, which treats digrams in 

the plaintext as single units and translates these units into ciphertext digrams. The Playfair 

algorithm is based on the use of a 5 × 5 matrix of letters constructed using a keyword. Here is 

an example, solved by Lord Peter Wimsey inDorothy Sayers‟s Have His Carcase 
 

 
In this case, the keyword is monarchy. The matrix is constructed by filling in the letters of the 

keyword (minus duplicates) from left to right and from top to bottom, and then filling in the 

remainder of the matrix with the remaining letters in alphabetic order. The letters I and J count as 

one letter. Plaintext is encrypted two letters at a time, according to the following rules: 

 
1. Repeating plaintext letters that are in the same pair are separated with a filler letter, such as 

x, so that balloon would be treated as ba lx lo on. 

2. Two plaintext letters that fall in the same row of the matrix are each replaced by the letter to the 

right, with the first element of the row circularly following the last. For example, ar is encrypted as 

RM. 

3. Two plaintext letters that fall in the same column are each replaced by the letter beneath, with 

the top element of the column circularly following the last. For example, mu is encrypted as CM. 

4. Otherwise, each plaintext letter in a pair is replaced by the letter that lies in its own row and the 

column occupied by the other plaintext letter. Thus, hs becomes BP and ea becomes IM (or JM, 

as the encipherer wishes). 

The Playfair cipher is a great advance over simple monoalphabetic ciphers. For one thing, 

whereas there are only 26 letters, there are 26 × 26 = 676 digrams, so that identification of 

individual digrams is more difficult. Furthermore, the relative frequencies of individual letters 

exhibit a much greater range than that of digrams, making frequency analysis much more difficult. 

For these reasons, the Playfair cipher was for a long time considered unbreakable. It was used 

as the standard field system by the British Army in World War I and still enjoyed considerable use 

by the U.S. Army and other Allied forces during World War II. 

 
4. Hill Cipher 

Another interesting multiletter cipher is the Hill cipher, developed by the mathematician 
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Lester Hill in 1929. Define the inverse M-1of a square matrix M by the equation M(M-1)= M-1M=I, 

where I is the identity matrix. I is a square matrix that is all zeros except for ones along the main 

diagonal from upper left to lower right. The inverse of a matrix does not always exist, but when 
 

it does, it satisfies the preceding equation. For example, 

To explain how the inverse of a matrix is computed, we begin by with the concept of 

determinant. For any square matrix (m × m), the determinant equals the sum of all the products 

that can be formed by taking exactly one element from each row and exactly one element from 

each column, with certain of the product terms preceded by a minus sign. For a 2 × 2 matrix, 
 

 
The determinant is k11k22 -k12k21. For a 3×3 matrix, the value of the determinant is 

.k11k22k33 + k21k32k13 + k31k12k23 - k31k22k13 - k21k12k33 - k11k32k23. If a square matrix A has a 

nonzero determinant, then the inverse of the matrix is computed as [A-1]ij=(det A)-1 (-1)i+j 

(Dij)where (Dij ) is the subdeterminant formed by deleting the jth row and the ith column of A, 

det(A) is the determinant of A, and (det A)-1 is the multiplicative inverse of (det A) mod 26. 

Continuing our example, 
 
 

 
We can show that 9-1mod26=3, because9×3=27mod26=1.Therefore, we compute 

the inverse of A as 
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THE HILLALGORITHM This encryption algorithm takes m successive plaintext letters and 

substitutes for them m ciphertext letters. The substitution is determined by m linear equations in 

which each character is assigned a numerical value (a=0,b=1,…z=25). For m=3, the system can 

be described as 

This can be expressed in terms of row vectors and matrices: 

 

or 

C = PK mod 26 

where C and P are row vectors of length 3 representing the plaintext and ciphertext, and K is a 

3 ×3 matrix representing the encryption key. Operations are performed mod 26.For example, 

consider the plaintext “paymoremoney” and use the encryption Key 
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As with Playfair, the strength of the Hill cipher is that it completely hides single-letter 

frequencies. Indeed, with Hill, the use of a larger matrix hides more frequency information. Thus, 

a 3 ×3 Hill cipher hides not only single-letter but also two-letter frequency information. 

Consider this example. Suppose that the plaintext “hillcipher” is encrypted using a Hill  

cipher to yield the ciphertext HCRZSSXNSP. Thus, we know that (78) Kmod26=(72)11 

11)Kmod26=(17 25); and so on. Using the first two plaintext–ciphertext pairs, we have 
 

 

 
The inverse of X can be computed 

 

 
This result is verified by testing the remaining plaintext–ciphertext pairs. 

5. One Time Pad Cipher (or) Vernam Cipher 

It is an unbreakable cryptosystem, described by Frank Miller in 1882, the one-time pad 

was reinvented by Gilbert Vernam in 1917 and it was later improved by the US Amry Major Joseph. 

It represents the message as a sequence of 0s and 1s. This can be accomplished by writing all 

numbers in binary, for example, or by using ASCII. The key is a random sequence of 0‟s and 1‟s 

of same length as the message. 

Once a key is used, it is discarded and never used again. The system can be expressed 

as follows: 

 

 
Thus the cipher text is generated by performing the bitwise XOR of the plaintext and the 

key. Decryption uses the same key. Because of the properties of XOR, decryption simply involves 

the same bitwise operation: 

 

Example 

Alice wishes to send the message “HELLO” to Bob. If key material begins with “XMCKL” and the 

message is “HELLO”, then use Vernam One Time Pad to Decrypt and Show the Encryption 

Process. 

 

MESSAGE H E L L O 

POSITION 7 4 11 11 14 

 
KEY X M C K L 



 

 

POSITION 23 12 2 10 11 
 

OTP Encryption 

H E L L O Message 

7 

(H) 

4 

(E) 

11 

(L) 

11 

(L) 

14 

(O) 

Message 

23 

(X) 

12 

(M) 

2 

(C) 

10 

(K) 

11 

(L) 

Key 

30 16 13 21 25 Message + Key 

4 

(E) 

16 

(Q) 

13 

(N) 

21 

(V) 

25 

(Z) 

Message + Key (mod 26) 

E Q N V Z Ciphertext 

Note: If a number is larger than 25, then the remainder afer subtraction of 26 is taken in Modular 

Arithmetic fashion 

 
OTP Decryption 

E Q N V Z Ciphertext 

4 

(E) 

16 

(Q) 

13 

(N) 

21 

(V) 

25 

(Z) 

Ciphertext 

23 

(X) 

12 

(M) 

2 

(C) 

10 

(K) 

11 

(L) 

Key 

-19 4 11 11 14 Ciphertext - Key 

7 

(H) 

4 

(E) 

11 

(L) 

11 

(L) 

14 

(O) 

Ciphertext - Key (mod 26) 

H E L L O Message 

Note: If a number is negative then 26 is added to make the number positive 

Advantages 

 Encryption method is completely unbreakable for a cipher-text only known attack 

 Chosen Plaintext (or) Ciphertext attacks is not possible 

Disadvantages 

 It requires a very long key which is expensive to produce and expensive to transmit. 

 Once a key is used it is dangerous to reuse it for second message. 

6. Polyalphabetic Ciphers 



 

 

 
Another way to improve on the simple monoalphabetic technique is to use different 

monoalphabetic substitutions as one proceeds through the plaintext message. The general name 

for this approach is polyalphabetic substitution cipher. All these techniques have the following 

features in common: 

 
1. A set of related monoalphabetic substitution rules is used. 

2. A key determines which particular rule is chosen for a given transformation. 

 
VIGEN`ERE CIPHER The best known, and one of the simplest, polyalphabetic ciphers is the 

Vigenère cipher. In this scheme, the set of related monoalphabetic substitution rules consists of 

the 26 Caesar ciphers with shifts of 0 through 25. Each cipher is denoted by a key letter, which 

is the ciphertext letter that substitutes for the plaintext letter a. Thus, a Caesar cipher with a shift 

of 3 is denoted by the key value. 

Express the Vigenère cipher in the following manner. Assume a sequence of plaintext 

letters and a key consisting of the sequence of letters, where typically < .The sequence of 

ciphertext letters is calculated as follows 

 

 
Thus, the first letter of the key is added to the first letter of the plaintext, mod 26, the second letters 

are added, and so on through the first letters of the plaintext. For the next letters of the plaintext, 

the key letters are repeated. This process continues until all of the plaintext sequence is encrypted. 

A general equation of the encryption process is 

 
Ci = (pi + kimod m)mod 26 

Decryption is a generalization of Equation 

pi= (Ci - kimod m)mod 26 

To encrypt a message, a key is needed that is as long as the message. Usually, the key is 

a repeating keyword. For example, if the keyword is deceptive, the message “we are discovered 

save yourself” is encrypted as 

key: deceptivedeceptivedeceptive 

plaintext: wearediscoveredsaveyourself 

ciphertext: ZICVTWQNGRZGVTWAVZHCQYGLMGJ 
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