SNS COLLEGE OF TECHNOLOGY

Coimbatore-35
An Autonomous Institution INSTIELEE el 5

Accredited by NBA - AICTE and Accredited by NAAC - UGC with ‘A++’ Grade
Approved by AICTE, New Delhi & Affiliated to Anna University, Chennai

DEPARTMENT OF ELECTRONICS & COMMUNICATION
ENGINEERING

19ECT312 - EMBEDDED SYSTEM DESIGN

11 YEAR/ VI SEMESTER

UNIT 4 : EMBEDDED OPERATING SYSTEM AND MODELING

TOPIC 4.1: EMBEDDED OPERATING SYSTEM PROCESS
MANAGEMENT




EMBEDDED OPERATING SYSTEM
PROCESS MANAGEMENT 45

INSTL G,

What is process management in embedded system?

Process Management:
How the OS manages and views other software in the embedded

system (Multitasking and Process Management). A sub function typically found

within process management is interrupt and error detection management
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What is an Operating System?

A program that acts as an intermediary between a user of a computer and the
computer hardware

Operating system goals:

*Execute user programs and make solving user problems easier
*Make the computer system convenient to use
*Use the computer hardware in an efficient manner

Process Management in OS

A Program does nothing unless its instructions are executed by a CPU.

A program in execution is called a process. In order to accomplish its task, process
needs the computer resources. There may exist more than one process in the system

which may require the same resource at the same time.
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Why do we need process management in operating system?

Process Management

The operating systems allocate resources that allow the process to

exchange information.
[t synchronizes among processes and safeguards the resources of other

processes. The operating system manages the running processes in the system and

performs tasks like scheduling and resource allocation.

What are the types of processin OS?

Basically there are two types of process:
1. Independent process.

2. Cooperating process.
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What are the different states of process in 0S?

Process States

eNew. A program which is going to be picked up by the OS into the main memory

is called a new process.

eReady. Whenever a process is created, it directly enters in the ready state, in

which, it waits for the CPU to be assigned. ...

eRunning. ...

eBlock or wait. ...

eCompletion or termination. ...
eSuspend ready. ...

eSuspend wait.
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key elements of a process?

(1) Process Definition,
(2) Process and Activity Roles,
(3) Available Tools and
(4) Training.
Plain and simple reality- these elements are inseparably linked.

The absence of one element will hugely affect the result of the process initiative.
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Four Components of a Computer System

user user user user
1 2 3 o L
F 3 7 3 7 3 A
v ¥ v v
compiler assembler text editor . database
system

system and application programs

operating system

computer hardware
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Process Management

* A processisaprogram in execution. It is a unit of work within the system. Program is a
passive entity(a static collection of instructions that define a sequence of operations to
be performed) process is an active entity(A process is an active entity, representing an
Instance of a program in execution)

* Process needs resources to accomplish its task
— CPU, memory, I/0, files
— Initialization data
* Process termination requires reclaim of any reusable resources

» Single-threaded process ( only one flow of control exists) has one program counter
specifying location of next instruction to execute

— Process executes instructions sequentially, one at a time, until completion

» Multi-threaded (the same functions and the same resources may be accessed
concurrently by several flows of control)process has one program counter per thread

* Typically system has many processes, some user, some operating system running
concurrently on one or more CPUs

— Concurrency by multiplexing the CPUs among the processes / threads
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Process Management Activities

The operating system is responsible for the following activities in connection with process
management:

* Creating and deleting both user and system processes
* Suspending and resuming processes

* Providing mechanisms for process synchronization

* Providing mechanisms for process communication

* Providing mechanisms for deadlock handling
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Inter Process Communication ( IPC)

» Inter-Process Communication (IPC) is a cornerstone of modern operating
systems, allowing processes to collaborate, share data, and synchronize their
activities

» The choice of IPC method depends on the specific requirements of the processes
and the environment in which they operate
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Inter Process Communication ( IPC)

A process can be of two types

1. Independent process
2. Co-operating process

» An independent process is not affected by the execution of other processes while
a co-operating process can be affected by other executing processes

» Inter-process communication (IPC) is a mechanism that allows processes to
communicate with each other and synchronize their actions

The communication between these processes can be seen as a method of co-

operation between them. Processes can communicate with each other through
Shared Memory and Message passing
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Memory Management

* To execute a program all (or part) of the instructions must be in memory

All (or part) of the data that is needed by the program must be in memory.
* Memory management determines what is in memory and when

— Optimizing CPU utilization and computer response to users
* Memory management activities

— Keeping track of which parts of memory are currently being used and by whom
— Deciding which processes (or parts thereof) and data to move into and out of

memory

— Allocating and de allocating memory space as needed
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Storage Management

* OS provides uniform, logical view of information storage
— Abstracts physical properties to logical storage unit - file
— Each medium is controlled by device (i.e., disk drive, tape drive)

 Varying properties include access speed, capacity, data-transfer rate, access
method (sequential or random)

* File-System management
— Files usually organized into directories
— Access control on most systems to determine who can access what
— OS activities include
* Creating and deleting files and directories
* Primitives to manipulate files and directories
* Mapping files onto secondary storage
* Backup files onto stable (non-volatile) storage media
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Mass-Storage Management

Usually disks used to store data that does not fit in main memory or data that
must be kept for a “long” period of time

Proper management is of central importance

Entire speed of computer operation hinges on disk subsystem and its
algorithms

OS activities
— Free-space management
— Storage allocation
— Disk scheduling
Some storage need not be fast
— Tertiary storage includes optical storage, magnetic tape
— Still must be managed - by OS or applications

— Varies between WORM (write-once, read-many-times) and RW (read-
write)
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Performance of Various Levels of Storage

Level 1 2 3 4 5
N registers cache main memory solid state disk magnetic disk
Typi | < 1KB < 16MB < 64GB <1TB <10TB
Im | i custom memory | on-chip or CMOS SRAM flash memory magnetic disk

I with multiple off-chip

ports CMOS CMOS SRAM

Acces i ( 0.25-0.5 0.5-25 80-250 25,000 - 50,000 | 5,000,000
Ba i B/sec) | 20,000 - 100,000 | 5,000- 10,000 | 1,000- 5,000 500 20-150
M compiler hardware operating system | operating system | operating system
Backed by cache main memory | disk disk disk or tape

Movement between levels of storage hierarchy can be explicit or implicit

5/8/2024
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A Dual-Core Design

* Multi-chip and multicore
* Systems containing all chips
— Chassis containing multiple separate systems

CPU corey CPU corey
registers registers
cache cache
memory
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Clustered Systems

* Like multiprocessor systems, but multiple systems working together
— Usually sharing storage via a storage-area network (SAN)
— Provides a high-availability service which survives failures
* Asymmetric clustering has one machine in hot-standby mode

* Symmetric clustering has multiple nodes running applications,
monitoring each other

— Some clusters are for high-performance computing (HPC)
* Applications must be written to use parallelization
— Some have distributed lock manager (DLM) to avoid conflicting operations
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Operating System Structure

* Multiprogramming (Batch system) needed for efficiency
— Single user cannot keep CPU and I/0 devices busy at all times
— Multiprogramming organizes jobs (code and data) so CPU always has one to execute
— A subset of total jobs in system is kept in memory
— One job selected and run via job scheduling
— When it has to wait (for I/O for example), OS switches to another job

* Timesharing (multitasking) is logical extension in which CPU switches jobs so
frequently that users can interact with each job while it is running, creating interactive
computing

— Response time should be < 1 second

— Each user has at least one program executing in memory [l process

— If several jobs ready to run at the same time [ CPU scheduling

— If processes don'’ t fit in memory, swapping moves them in and out to run

— Virtual memory allows execution of processes not completely in memory
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Memory Layout for Multiprogrammed System

O
Operaling sy=lom Operating-System Operations

job 1 Interrupt driven (hardware and software)
Hardware interrupt by one of the devices

job 2 ] ]
Software interrupt (exception or trap):

job 3 Software error (e.g., division by zero)

*Request for operating system service
job 4
512M : *Other process problems include infinite loop,

processes modifying each other or the

operating system
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Migration of data ‘A’ from Disk to Register

* Multitasking environments must be careful to use most recent value, no
matter where it is stored in the storage hierarchy

hgrd A main B v A hardyvare
disk ~ memory : register

* Multiprocessor environment must provide cache coherency in hardware
such that all CPUs have the most recent value in their cache

* Distributed environment situation even more complex

— Several copies of a datum can exist
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I/0 Subsystem

* One purpose of OS is to hide peculiarities of hardware devices from the

user

* [/0 subsystem responsible for
— Memory management of [/0 including buffering (storing data
temporarily while it is being transferred), caching (storing parts of data
in faster storage for performance), spooling (the overlapping of output

of one job with input of other jobs)

— General device-driver interface

— Drivers for specific hardware devices
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Protection and Security

* Protection - any mechanism for controlling access of processes or users to
resources defined by the OS

* Security - defense of the system against internal and external attacks

— Huge range, including denial-of-service, worms, viruses, identity theft, theft of
service

* Systems generally first distinguish among users, to determine who can do what

— User identities (user IDs, security IDs) include name and associated number;
one per user

— User ID then associated with all files, processes of that user to determine
access control

— Group identifier (group ID) allows set of users to be defined and controls
managed, then also associated with each process, file

— Privilege escalation allows user to change to effective ID with more rights
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Computing Environments - Traditional

* Stand-alone general purpose machines

* But blurred as most systems interconnect with others (i.e., the Internet)
* Portals provide web access to internal systems

* Network computers (thin clients) are like Web terminals

* Mobile computers interconnectvia wireless networks
* Networking becoming ubiquitous - even home systems use firewalls to protect

home computers from Internet attacks
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Computing Environments - Mobile

 Handheld smartphones, tablets, etc

 What is the functional difference between them and a “traditional” laptop?
* Extrafeature - more OS features (GPS, gyroscope)

* Allows new types of apps like augmented reality

* Use IEEE 802.11 wireless, or cellular data networks for connectivity

* Leaders are Apple iOS and Google Android
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Computing Environments - Real-Time Embedded
Systems

* Real-time embedded systems most prevalent form of computers
— Vary considerable, special purpose, limited purpose OS, real-time OS
— Use expanding
* Many other special computing environments as well
— Some have OSes, some perform tasks without an OS
* Real-time OS has well-defined fixed time constraints
— Processing must be done within constraint

— Correct operation only if constraints met
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Open-Source Operating Systems

Operating systems made available in source-code format rather than just binary

closed-source

Counter to the copy protection and Digital Rights Management (DRM) movement
Started by Free Software Foundation (FSF), which has “copyleft” GNU Public
License (GPL)

Examples include GNU/Linux and BSD UNIX (including core of Mac OS X), and many

more

Can use VMM like VMware Player (Free on Windows), Virtualbox (open source and

free on many platforms - http://www.virtualbox.com)

— Use to run guest operating systems for exploration
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