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IP SECURITY OVERVIEW

In 1994, the Internet Architecture Board (IAB) issued a report titled “Security in the Internet
Architecture” (RFC 1636). The report identified key areas for security mechanisms. Among these
were the need to secure the network infrastructure from unauthorized monitoring and control of
network traffic and the need to secure end-user-to-end-user traffic using authentication and
encryption mechanisms.

To provide security, the IAB included authentication and encryption as necessary security features
in the next-generation IP, which has been issued as [Pv6. Fortunately, these security capabilities
were designed to be usable both with the current [Pv4 and the future IPv6. This means that vendors
can begin offering these features now, and many vendors now do have some IPsec capabil- ity in
their products. The IPsec specification now exists as a set of Internet standards.

Applications of IPsec

[Psec provides the capability to secure communications across a LAN, across private
and public WAN:S, and across the Internet. Examples of its use include:

. Secure branch office connectivity over the Internet: A company can build a secure
virtual private network over the Internet or over a public WAN. This enables a business to rely
heavily on the Internet and reduce its need for private networks, saving costs and network
management overhead.

. Secure remote access over the Internet: An end user whose system is equipped
with IP security protocols can make a local call to an Internet Service Provider(ISP) and gain sec
ure access to a company network. This reduces the cost of toll

charges for traveling employees and telecommuters.

. Establishing extranet and intranet connectivity with partners: [Psec can be used
to secure communication with other organizations, ensuring authentica- tion and confidentiality
and providing a key exchange mechanism.

. Enhancing electronic commerce security: Even though some Web and electronic co
mmerce applications have builtin security protocols, the use of IPsec enhancesthat security. [Psec g
uarantees that all traffic designated by the network administrator is both encrypted and authenticate
d, adding an additional layer of security to whatever is provided at the application layer.

The principal feature of IPsec that enables it to support these varied applica-
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tions is that it can encrypt and/or authenticate a// traffic at the IP level. Thus, all distributed appli

cations (including remote logon, client/server, e-ail, file transfer, Web access, and so on) can be
secured.

Figure 19.1 is a typical scenario of IPsec usage. An organization maintains LANs at dispersed
locations. Nonsecure 1P traffic is conducted on each LAN.For
traffic offsite, through some sort of private or public WAN, IPsec protocols are used.

These protocols operate in networking devices, such as a router or firewall, that con- nect each
LAN to the outside world. The [Psec networking device will typically encrypt and compress all
traffic going into the WAN and decrypt and decompress
traffic coming from the WAN; these operations are transparent to workstations and

servers on the LAN. Secure transmission is also possible with individual users who dial intothe WAN. Such user workstations
must implement the [Psec protocols to provide security

User system
with IPsec

P IPsec Secure IP
Header | Header Payload

Public (Internet)
or Private

Ethernet
switch |

Ethernet
switch

1P 1P I 1P I 1P
chdcr] Payload I Header Payload

Networking device

Networking device
with IPsec

with [Psec

Figure 19.1 An IP Security Scenario



Benefits of IPsec

Some of the benefits of [Psec:

. When [Psec is implemented in a firewall or router, it provides strong security
that can be applied to all traffic crossing the perimeter. Traffic within a company
or workgroup does not incur the overhead of security-related processing.

. [Psec in a firewall is resistant to bypass if all traffic from the outside must use IP and
the firewall is the only means of entrance from the Internet into the organization.

. [Psec is below the transport layer (TCP, UDP) and so

is transparent to applications. There is no need to change software on a user or server  system
when IPsec is implemented in the firewall or router.

Even if IPsec is implemented in end systems, upper-layer software, including applications, is

not affected.

. [Psec can be transparent to end users. There is no need to train users on security mech
anisms, issue keying material on a per-user basis, or revoke keying material
when users leave the organization.

. [Psec can provide security for individual users if needed. This is useful for offsite
workers and for setting up a secure virtual subnetwork within an organization for
sensitive applications.



Routing Applications

In addition to supporting end users and protecting premises systems and networks, [Psec can play
a vital role in the routing architecture required for internetworking. [HUIT9S] lists
the following examples of the use of [Psec. [Psec can assure that

. A router advertisement (a new router advertises its presence) comes from an
authorized router.

. A neighbor advertisement (a router seeks to establish or maintain a neighbor
relationship with a router in another routing domain) comes from an autho- rized router.

. A redirect message comes from the router to which the initial IP packet was sent.
. A routing update is not forged.

Without such security measures, an opponent can disrupt communications or divert some traffic.
Routing  protocols such as  Open Shortest Path First (OSPF) should be
run on top of security associations between routers that are defined by IPsec.

IPsec Documents

[Psec encompasses three functional areas: authentication, confidentiality, and key management.
The totality of the IPsec specification is scattered across dozens of



RFCs and draft IETF documents, making this the most complex and difficult to grasp

of all IETF specifications. The best way to grasp the scope of IPsec is to consult the

latest version of the IPsec document roadmap, which as of this writing is [FRANO09]. The docum
ents can be categorized into the following groups.

. Architecture: Covers the general concepts, security requirements, definitions,
and mechanisms defining IPsec technology. The current specification is RFC 4301,
Security Architecture for the Internet Protocol.

. Authentication Header (AH): AH is an extension header to provide message
authentication. The current

specification is RFC 4302, IP Authentication Header. Because message authentication is provid
ed by ESP, the use of AH is deprecated. It is included in IPsecv3 for backward compatibility but
should not be used in new applications. We do not discuss AH in this chapter.

. Encapsulating Security Payload (ESP): ESP consists of an encapsulating head
er and trailer used to provide encryption or combined
encryption/authentication. The current specification is RFC 4303, IP Encapsulating Security Paylo
ad (ESP).

. Internet Key Exchange (IKE): This is a collection of documents describing the
key management schemes for use with IPsec. The main specification is RFC 4306,
Internet Key Exchange (IKEv2) Protocol, but there are a number of related RFCs.

. Cryptographic algorithms: This category encompasses a large set of
documents that define and describe cryptographic algorithms for encryption, message
authentication, pseudorandom functions (PRFs), and cryptographic key exchange.

. Other: There are a variety of other IPsec-related RFCs, including those deal-
ing with security policy and management information base (MIB) content.

IPsec Services

[Psec provides security
services at the IP layer by enabling a system to select required security protocols, determine the
algorithm(s) to use for the service(s), and

put in place any cryptographic keys required to provide the requested services. Two protocols are
used to provide security: an authentication protocol designated by the header of the protocol,
Authentication Header (AH); and a combined encryption/ authentication protocol designated by
the format of the packet for that protocol,
Encapsulating Security Payload (ESP). RFC 4301 lists the following services:

. Access control
. Connectionless integrity

. Data origin authentication



. Rejection of replayed packets (a form of partial sequence integrity)

. Confidentiality (encryption)
. Limited traffic flow confidentiality
IPSec Architecture

IPSec (IP Security) architecture uses two protocols to secure the traffic or data flow. These
protocols are ESP (Encapsulation Security Payload) and AH (Authentication Header). IPSec
Architecture include protocols, algorithms, DOI, and Key Management. All these components are

very important in order to provide the three main services:

Confidentiality
Authentication

Integirity
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1. Architecture:

Architecture or IP Security Architecture covers the general concepts, definitions, protocols,
algorithms and security requirements of IP Security technology.

DOI

l

Key management
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2. ESP Protocol:
ESP(Encapsulation Security Payload) provide the confidentiality service. Encapsulation Security
Payload is implemented in either two ways:

ESP with optional Authentication.

ESP with Authentication.

Packet Format:

Security Parameter Index(SP!)

Sequence Number

Payload Data
Encrypted _ y

Format

Padding Next

Paddlng Length Header

Authentication Data (Optional)

Security Parameter Index(SPI):
This parameter is used in Security Association. It is used to give a unique number to the
connection build between Client and Server.

Sequence Number:
Unique Sequence number are allotted to every packet so that at the receiver side packets
can be arranged properly.

Payload Data:
Payload data means the actual data or the actual message. The Payload data is in encrypted
format to achieve confidentiality.

Padding:
Extra bits or space added to the original message in order to ensure confidentiality. Padding
length is the size of the added bits or space in the original message.

Next Header:
Next header means the next payload or next actual data.



Authentication Data
This field is optional in ESP protocol packet format.

3. Encryption algorithm:

Encryption algorithm is the document that describes various encryption algorithm used for
Encapsulation Security Payload.

4. AH Protocol:

AH (Authentication Header) Protocol provides both Authentication and Integrity service.
Authentication Header is implemented in one way only: Authentication along with Integrity.

Payload

Length Reserved

Next Header

Security Parameter Index

Sequence Number

Authentication Data (Integrity Checksum)

Authentication Header covers the packet format and general issue related to the use of AH for
packet authentication and integrity.

5. Authentication Algorithm:

Authentication Algorithm contains the set of the documents that describe authentication
algorithm used for AH and for the authentication option of ESP.

6. DOI (Domain of Interpretation):

DOI is the identifier which support both AH and ESP protocols. It contains values needed for
documentation related to each other.

7. Key Management:

Key Management contains the document that describes how the keys are exchanged between
sender and receiver.



Authentication Header (AH):

The Authentication Header (AH) is an IPSec protocol that provides data integrity, data origin
authentication, and optional anti-replay services to IP. Authentication Header (AH) does not
provide any data confidentiality (Data encryption). Since Authentication Header (AH) does not
provide confidentiality, there is no need for an encryption algorithm. AH protocol is specified in
RFC 2402.

Authentication Header (AH) is an IP protocol and has been assigned the protocol number 51 by
IANA. In the IP header of Authentication Header (AH) protected datagram, the 8-bit protocol field
will be 51, indicating that following the IP header is an Authentication Header (AH) header.

0 7 8 15 16 23 24 31

Figure: Authentication Header (AH) - Header

Next Header: Next header field points to next protocol header that follows the AH header. It can
be a Encapsulating Security Payload (ESP) header, a TCP header or a UDP header (depending
on the network application).

Payload Length: specifies the length of AH in 32-bit words (4-byte units), minus 2.
Reserved: This field is currently set to 0, reserved for future use.

Security Parameter Index (SPI): The Security Parameter Index (SPI) field contains the Security
Parameter Index, is used to identify the security association used to authenticate this packet.

Sequence Number: Sequence Number field is the number of messages sent from the sender to the
receiver using the current SA. The initial value of the counter is 1. The function of this fieldis to
enable replay protection, if required.

Authentication Data: The Authentication Data field contains the result of the Integrity Check
Value calculation, that can be used by the receiver to check the authentication and integrity of the
packet. This field is padded to make total length of the AH is an exact number of 32-bit words.
RFC 2402 requires that all AH implementations support at least HMAC-MD5-96 and HMAC-
SHA1-96.
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ENCAPSULATING SECURITY PAYLOAD

The Encapsulating Security Payload provides confidentiality services, including confidentiality
of message contents and limited traffic flow confidentiality. As an optional feature, ESP can also
provide an authentication service.
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Figure 1.7. IPSec ESP format

Figure 1.7 shows the format of an ESP packet. It contains the following fields:

* Security Parameters Index (32 bits): Identifies a security association.

» Sequence Number (32 bits): A monotonically increasing counter value; this provides an anti-
replay function, as discussed for AH.

* Payload Data (variable): This is a transport-level segment (transport mode) or IP packet (tunnel
mode) that is protected by encryption.

* Padding (0255 bytes): The purpose of this field is discussed later.

* Pad Length (8 bits): Indicates the number of pad bytes immediately preceding this field.

* Next Header (8 bits): Identifies the type of data contained in the payload data field byidentifying
the first header in that payload

* Authentication Data (variable): A variable-length field (must be an integral number of 32-bit
words) that contains the Integrity. Check Value computed over the ESP packet minus the
Authentication Data field.

Encryption and Authentication Algorithms: The Payload Data, Padding, Pad Length, and Next
Header fields are encrypted by the ESP service. If the algorithm used to encrypt the payload
requires cryptographic synchronization data, such as an initialization vector (IV), then these data
may be carried explicitly at the beginning of the Payload Data field. If included, an IV is usually
not encrypted, although it is often referred to as being part of the ciphertext. The

current specification dictates that a compliant implementation must support DES in cipher block
chaining (CBC) mode. A number of other algorithms have been assigned identifiers in the DOI
document and could therefore easily be used for encryption; these include



* Three-key triple DES
* RC5

« IDEA

* Three-key triple IDEA
* CAST

* Blowfish

As with AH, ESP supports the use of a MAC with a default length of 96 bits. Also as with AH, the
current specification dictates that a compliant implementation must support HMAC- MD5-96and
HMAC-SHA-1-96.

Padding: The Padding field serves several purposes:

* If an encryption algorithm requires the plaintext to be a multiple of some number of bytes (e.g.,
the multiple of a single block for a block cipher), the Padding field is used to expand the
plaintext (consisting of the Payload Data, Padding, Pad Length, and Next Header fields) to the
required length.

» The ESP format requires that the Pad Length and Next Header fields be right aligned within a
32-bit word. Equivalently, the ciphertext must be an integer multiple of 32 bits. The Padding
field is used to assure this alignment.

 Additional padding may be added to provide partial traffic flow confidentiality by concealing
the actual length of the payload.












