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Requirements

• The signature must be a bit pattern that depends on the message being signed.
• The signature must use some information unique to the sender to prevent both
forgery and denial.

• It must be relatively easy to produce the digital signature.
• It must be relatively easy to recognize and verify the digital signature.
• It must be computationally infeasible to forge a digital signature
• It must be practical to retain a copy of the digital signature in storage.

06/03/2024 HASH FUNCTION AND DIGITAL 
SIGNATURE/CATHERINE.A/AIML/SNSCT



06/03/2024 HASH FUNCTION AND DIGITAL 
SIGNATURE/CATHERINE.A/AIML/SNSCT



06/03/2024 HASH FUNCTION AND DIGITAL 
SIGNATURE/CATHERINE.A/AIML/SNSCT



Digital Signature properties
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It must verify the 
author and the date 
and time of the 
signature

It must 
authenticate 

the contents at 
the time of 

the signature

It must be verifiable 
by third parties, to 
resolve disputes



Attacks
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