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Classes of Message Authentication 
Function

1. Hash function - A function that maps a message of any length into a fixed length hash value, which serves
as the authenticator

2. Message encryption - The ciphertext of the entire message serves as its authenticator

3. Message Authentication Code (MAC) - A function of the message and a secretkey that produces a fixed-

length value that serves as the authenticator.
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Message Encryption
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Message Authentication Code
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REQUIREMENTS FORMESSAGE AUTHENTICATION
CODES

• The MAC is appended to the message at the source at a time when the message is

assumed or known to be correct. The receiver authenticates that message by

recomputing the MAC.

• If an opponent observes and, it should be computationally infeasible for the opponent

to construct a message M’ such that MAC (K, M’) = MAC (K, M)

• MAC(K, M) should be uniformly distributed in the sense that for randomly chosen
messages, M and M’ , the probability that is MAC(K, M) = MAC(K, M’) is 2n, where n

is the number of bits in the MAC
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