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Secure Hash Algorithm (SHA)

• SHA was developed by the National Institute of Standards and Technology (NIST) and

published as a federal information processing standard (FIPS 180) in 1993.

• SHA-1 produces a hash value of 160 bits. In 2002, NIST produced a revised version of

the standard, FIPS 180-2, that defined three new versions of SHA, with hash value

lengths of 256, 384, and 512 bits, known as SHA-256, SHA-384, and SHA-512,

respectively. Collectively, these hash algorithms are known as SHA-2

• The algorithm takes as input a message with a maximum length of less than 2128 bits and

produces as output a 512-bit message digest. The input is processed in 1024-bit blocks
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Processing of SHA

Step 1  Append padding bits. 
• The message is padded so that its length is congruent to 896 modulo 1024
[length≡896(mod 1024)]. (Eg:24+872 mod 1024=896)
• Padding is always added, even if the message is already of the desired length.
• Thus, the number of padding bits is in the range of 1 to 1024.
• The padding consists of a single 1 bit followed by the necessary number of 0 bits.
Step 2 Append length.
• A block of 128 bits is appended to the message.
• The outcome of the first two steps yields a message that is an integer multiple of
1024 bits in length.
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Step 3 Initialize hash buffer.
A 512-bit buffer is used to hold intermediate and final results of the hash function.
• a = 6A09E667F3BCC908
• b = BB67AE8584CAA73B
• c = 3C6EF372FE94F82B
• d = A54FF53A5F1D36F1
• e = 510E527FADE682D1
• f = 9B05688C2B3E6C1F
• g = 1F83D9ABFB41BD6B
• h = 5BE0CD19137E2179
Step 4 Process message in 1024-bit (128-word) blocks.
The heart of the algorithm is a module that consists of 80 rounds
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Processing of SHA
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Processing of Single 1024 Bit Block
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SHA-512 Round Function
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