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Simple Hash Functions

LLTTTT OIS

Bit by Bit XOR

* The mput (message, file, etc.) 1s viewed as a sequence of n-bit blocks. The

input 1s processed one block at a time in an 1terative fashion to produce an
n-bit hash function.

* One of the simplest hash functions 1s the bit-by-bit exclusive-OR (XOR) of
every block. This can be expressed as

* Ci=bil @bi2 @ ....obim
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Hash Function based on CBC

Cipher Block Chain

Plaintext Plaintext Plaintext
(IITTITITTITT] CITTTTITITToT] OTIIIIITT1T1]
Initialization Vector (IV)
iyl —— > >
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
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Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption
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|< Augmented message: multiple of 1024-bit blocks >|

Block 1 Block 2 Block N
3 3
Compression Compression Compression
function function function
512 bits 512 bits 512 bits 512 bits|——>{512 bits|
Initial L ¢ Message
value digest
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IV = Initial value L. = Number of input blocks
CV; = Chaining vanable n = Length of hash code
Y. = ithinput block b = Length of input block
f = Compression algorithm
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