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Simple Hash Functions

Bit by Bit XOR
• The input (message, file, etc.) is viewed as a sequence of n-bit blocks. The 

input is processed one block at a time in an iterative fashion to produce an 
n-bit hash function.
• One of the simplest hash functions is the bit-by-bit exclusive-OR (XOR) of

every block. This can be expressed as
• Ci = bi1 ⊕bi2 ⊕ ….⊕bim
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Hash Function based on CBC

Cipher Block Chain 
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