Communication Models in 1oT (Internet of
Things)

The Internet of Things (IoT) is a network of connected devices that can
communicate with each other, share data, and perform tasks without human
intervention. The importance of communication in IoT cannot be overstated, as
it is the foundation on which the entire system is built. The devices that make
up the IoT ecosystem need to be able to communicate with each other in order
to function properly and achieve their intended purpose.

Effective communication in IoT enables devices to share data, receive
instructions, and respond to requests in a timely and accurate manner. This is
critical for the successful implementation of IoT solutions across various
industries, such as healthcare, manufacturing, transportation, and smart
homes.

For example, in a smart home, the communication between the devices (such
as lights, thermostats, and security systems) allows them to work together to
create a more convenient and secure living environment for the occupants.
Similarly, in a healthcare setting, IoT devices can be used to monitor patients
remotely and alert healthcare providers in case of an emergency, ensuring that
timely medical intervention is provided.

In this article, we will discuss more about the communication models. Let’s
start!

Types of Communication Models in 10T

There are several communication models that can be used in the Internet of
Things (IoT) ecosystem, depending on the requirements of the use case. The
three main communication models used in IoT are —

Client-Server Model



In the Client-Server communication model, the client sends encoded requests to
the server for information as needed. This model is stateless, meaning that
each request is handled independently and data is not retained between
requests. The server categorizes the request, retrieves the data from the
database or resource representation, and converts it to an encoded response
that is sent back to the client. The client then receives the response.

On the other hand, in the Request-Response communication model, the client
sends a request to the server and the server responds to the request by
deciding how to retrieve the data or resources needed to prepare the response.
Once prepared, the server sends the response back to the client.

Publish-Subscribe Model

The Publish-Subscribe communication model consists of three entities:
Publishers, Brokers, and Consumers.

Publishers are responsible for generating and sending data to specific topics
managed by the broker. Publishers are not aware of the consumers subscribed
to the topic.

Consumers subscribe to the topics managed by the broker to receive data from
the publishers. The broker is responsible for sending the data to the appropriate
consumers based on their subscription to specific topics.

The broker is responsible for accepting data from the publishers and forwarding
it to the appropriate consumers subscribed to that specific topic. The broker is
the only entity that has information regarding the consumer to which a
particular topic belongs, and publishers are not aware of this information.

Push-Pull Model

The Push-Pull communication model consists of three entities: data publishers,
data consumers, and data queues. Publishers and consumers are not aware of
each other. Publishers push messages or data into the queue, and consumers
on the other end pull data out of the queue. The queue acts as a buffer for



messages when there is a difference in the rate of data push or pull by the
publisher and consumer.

Queues play an essential role in decoupling messaging between the producer
and consumer, and they act as a buffer in situations where there is a mismatch
in the rate at which data is pushed by producers and pulled by consumers. This
buffer helps ensure smooth communication between the two entities.

Exclusive Pair Model

Exclusive Pairs are communication models that provide full-duplex, bidirectional
communication between a client and server. These models are designed for
constant or continuous connections between the two entities.

Once a connection is established, both the client and server can exchange
messages with each other. As long as the client does not request to close the
connection, it remains open, and the server is aware of every open connection.
This enables the client and server to communicate seamlessly and in real-time.

Future of loT Communication Models

The future of IoT communication models is exciting and promising. As the
number of connected devices and applications continue to increase, the need for
efficient and effective communication models will become even more critical.

One of the most significant trends in IoT communication models is the shift
towards edge computing. This approach involves processing data closer to the
source, rather than transmitting it to a centralized cloud server. By moving
processing closer to the edge of the network, latency can be reduced, and real-
time responses can be achieved. This approach also reduces the amount of data
that needs to be transmitted, reducing bandwidth requirements and improving
efficiency.

Another trend is the development of hybrid communication models that
combine different communication protocols to achieve the best possible results.
For example, a hybrid model might combine the Publish-Subscribe model with



the Request-Response model to achieve real-time data updates while still
allowing for targeted data requests.



