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*Public key cryptography (PKC) is an
encryption technique that uses a paired public

and private Key algorithm for secure  data

communication.

* A message sender uses a recipient's public Kkey

to encrypt a message.

*To decrypt the sender's message, only @

recipient's private key may be used. =
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Principles of Public-Key Cryptosystems

* The concept of public-key cryptography evolved
from an attempt to attack two of the most

difficult problems associated with symmetric

o

encryption:
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Principles of Public-Key Cryptosystems

Key distribution

e The communicants already shares a key or
someone has been distributed the key.
e How to secure communications in general

without having to trust a KDC with your key

Digital signatures

 How to verify that a message comes intact




Principles of Public-Key Cryptosystems
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neme has six ingredients
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Decryption
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ciphertext
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matching
key and
produces
the
original
plaintext
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Public-Key Cryptosystem:
Encryption using public key -Secrecy TS
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This figure provides confidentiality because two related key used for

encryption other being used for decryption

Encryption

Cryptanalyst

Decryption

Algorithm Y =E[PU, X]
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Source
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Public-Key Cryptosystem:
Encryption using private Rey -Authentication
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There is no protection of confidentiality because any

observer can decrypt the message by using the sender’s

public key P?zﬂ

Source A Destination B
' A ™~
Message X Encryption ~
Source Algorithm Y = E[PR,, X] d
A
PR, PrPU,

Key Pair
Source




Public-Key Cryptosystem:
Authentication and Sectecy
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Encrypting a message, using the sender’s private key. This
provides the digital signature.

Next, encrypt again, using the receiver’s public key.

The final ciphertext can be decrypted only by the intended
receiver, who alone has the matching private key. Thus,
confidentiality is provided

Source A Destination B

Encryption Decryption
Algorithm Algorithm

PRy,

Message X Encryption
Source Algorithm
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Applications for Public-Key Cryptosystems
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* Public-key cryptosystems can be classified into three

e The sender encrypts a message
Encryption/decryption with the recipient’s public key

e The sender “signs” a message
Digital signature with its private key

e Two sides cooperate to
Key exchange exchange a session key

I——————————————————..
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Public-Key Requirements

Conditions that these algorithms must fulfil:

It is computationally easy

» for a party B to generate a pair (public- key PU,, private
key PR,)

» for asender A, knowing the public key and the message
to be encrypted, to generate the corresponding
ciphertext

» for the receiver B to decrypt the resulting ciphertext
using the private key to recover the original message

[t is computationally infeasible

» for an adversary, knowing the public key, to determine the
private key.

» for an adversary, knowing the public key and a cipher
to recover the original message. =

The two keys can be applied in either order.




»RSA is the algorithm used by modern computers to encrypt
and decrypt messages. It is an asymmetric cryptographic

algorithm.

» Asymmetric means that there are two different keys. This is
also called public key cryptography, because one of them can

be given to everyone. The other key must be kept private.

» One of the first successful responses to the challenge was
Developed in 1977 at MIT by Ron Rivest, Adi Shamir @

Len Adleman




RSA Algorithm Ny

(IErtrvrons

»Plaintext is encrypted in blocks with each block
having a binary value less than some number n

»Encryption and decryption are of the following form,
for some plaintext block M and cipher text block C
»(C = Memod n

»M = Cdmod n = (M¢)¢mod n = Méd mod n
» Both sender and receiver must know the value of n

»The sender knows the value of e, and only the receiver
knows the value of d

»This is a public-key encryption algorithm with a public
key of PU={e,n} and a private key of PR={d,n} @
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Algorithm Requirements >
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« For this algorithm to be satisfactory for public-key

encryption, the following requirements must be met:

1. Itis possible to find values of e, d, n
such that Med mod n = M for all M<n

2. Itisrelatively easy to calculate M¢ mod n
and C? mod n for all values of M < n

3. Itisinfeasible to determine d given e
and n




key (zeneration by Alice
Select pr, o poand o both prime, p = o
Calculate n = pr ox g

Calculate ¢ir) = (g — 1)ig — 1)

Select integer « gocdigind, e) =17 1 < & < §ln)
Calculate o o = e~ {mod $im)

FPublic key PU={e_ n}y

Frivate key PR ={d. n}

Encryption hy Bobh with Alice"s Public Key

Flainitexit: M= n

Ciphertext: C = M mod m

Decryvption by Alice with Alice’s Private Key
Ciphertexi: o

FPlaintext: M=cd mod n

TUTIONS




Example of RSA Algorithm

Encryption Decryption

plaintext ciphertext plaintext

88— 1> 885mod@87= 11— L5 11 modd87= 88 1> s8

PU=T,187 PR =123,187

o

Figure 9.6 Example of RSA Algorithm




Sender
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The Security of RSA
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Brute force

. e Involves trying all Mathematical attacks
Chosen ciphertext possible private

attacks keys ¢ There are several

approaches, all
equivalent in effort to
factoring the product
of two primes

e This type of attack
exploits properties
of the RSA algorithm

Five possible
approaches to
attacking RSA

Hardware fault-based are:
attack

o . . Timing attacks
e This involves inducing

hardware faults in the . Thes? depend on the
processor that is running time of the

generating digital decryption algorithm
signatures
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THANK YOU!!!
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