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CIAMODEL

The CIA triad is a common model that forms the basis for the development of
security systems. They are used for finding vulnerabilities and methods for
creating solutions.

CYBERSECURITY — INFOSEC CIA TRIAD

Safeguarding the accuracy
and completeness of
information and processing
methods.

includes the detection of alterations
that occurred in storage, transit,

@ process,...

Integrity
Ensuring that authorized

users have access to
information and associated

Ensuring that information
is accessible only to those
authorized to have

access. assets when required.
Information
Includes: Secu l'it‘v Includes controls for:
. Protection from
unauthorized access and (System) Acceptable level of performance
use; @ Fault tolerance
- Protecting data on systems, 3 Prevention of data loss and
- destruction

in transit, in process,... Reliable backups, redundancy,

Confidentiality Availability




