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Reconstruction 
• The purpose of having a reconstruction feature in a forensics tool is 

to re-create a suspect drive to show what happened during a crime 
or an incident. 

 
•  Another reason for duplicating a suspect drive is to create a copy 

for other computer investigators, who might need a fully functional 
copy of the drive so that they can perform their own acquisition, 
test, and analysis of the evidence. 

 

• These are the sub functions of reconstruction: 
• Disk-to-disk copy 

• Image-to-disk copy 

• Partition-to-partition copy 

• Image-to-partition copy 



 

19SB502 /Cyber Forensics /Unit 2/ RAJKUMAR.K.K / AP/ ECE / SNSCE 

…. 

• There are several ways to re-create an image of a 
suspect drive. Under ideal circumstances, the 
best and most reliable method is obtaining the 
same make and model drive as the suspect drive, 

• If the suspect drive has been manufactured 
recently, locating an identical drive is fairly easy. 

• A drive manufactured three months ago might be 
out of production and unavailable for sale, which 
makes locating identical older drives more 
difficult. 
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• The simplest method of duplicating a drive is 
using a tool that makes a direct disk-to-disk 
copy from the suspect drive to the target 
drive. 

• One free tool is the UNIX/Linux dd command, 
but it has a major disadvantage: 

• The target drive being written to must be 
identical to the original (suspect) drive, with 
the same cylinder, sector, and track count. 
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………. 

• For a disk-to-disk copy, both hardware and 
software duplicators are available; hardware 
duplicators are the fastest way to copy data 
from one disk to another. 

•  Hardware duplicators, such as Logicube Talon, 
Logicube Forensic MD5, and ImageMASSter 
Solo III Forensics 

• Hard Drive Duplicator, adjust the target drive’s 
geometry to match the suspect drive’s 
cylinder, sectors, and tracks. 
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• For image-to-disk and image-to-partition copies, many 
more tools are available, but they are considerably 
slower in transferring data. 

• The following are some tools that perform an image- 
to-disk copy: 

• SafeBack 

• SnapBack 

• EnCase 

• FTK Imager 
• ProDiscover 
• X-Ways Forensics 
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Pro discover 
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FTk imager 
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X-ways forensics 
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X-ways forensics 
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