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IoT Definitions-General Observations
• Originally the term “Internet of Things” was invented by the

MIT Auto-ID Center in 2001 and referred to an architecture
that comprises four elements, as follows

1. Passive radio frequency identification (RFIDs), such as Class-1
Generation-2 UHFRFIDs, introduced by the electronic product
code (EPC) Global Consortium and operating in the 860–960
MHz range1
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Conti…
2. Readers plugged to a local (computing) system, which read the

EPC.
3. A local system offering IP connectivity that collects information

pointed by the EPC, thanks to a protocol called object naming
service (ONS)

4. EPCIS (EPC Information Services) servers that process incoming
ONS requests and returns physical markup language (PML)
files, for example, XML documents carrying meaningful
information linked to RFIDs
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ITU-T Views
• ITU Telecommunication Standardization Sector (ITU-T)
• International Telecommunication Union (ITU)
• One can view the following as
Internet
• providing a number of technological capabilities or as a

concept to provide an array of data exchange and linkage
services.
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Conti…

The infrastructure perspective
• describes the Internet as a global system of interconnected 

computer networks (of many conceivable technologies) that 
use the TCP/IP Internet Protocol Suite to communicate

The networks comprise
• millions of private, public, business, academic, and 

governmental servers, computers, and nodes.
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ITU-T Views

• View A: IoT is just a concept (conceptual aspects of definition):
the IoT does not refer to a network infrastructure; the IoT is
not a technical term but a concept (or a phenomenon).

• Provide an array of data exchange and linkage services.
• View B: IoT is an infrastructure: The IoT refers to an

infrastructure (Network infrastructure).
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ITU-T Views
• IoT should be identified for all aspects of infrastructure such as 

service and functional requirements, architectures.
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Working Definition
Definition:
• A broadly-deployed aggregate computing/communication

application and/or application-consumption system, that is
deployed over a local (L-IoT), metropolitan (M-IoT), regional (R-
IoT), national (N-IoT), or global (G-IoT) geography, consisting of

(i) dispersed instrumented objects (“things”) with embedded one or
two-way communications and some (or, at times, no) computing
capabilities,
(ii) where objects are reachable over a variety of wireless or wired
local area and/or wide area networks,
(iii) whose inbound data and/or outbound commands are pipelined
to or issued by a(n application) system with a (high) degree of
(human or computer-based) intelligence.
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Other related Working Definition

• Two other related “working definitions” are as follows:
• Definition: Sensors are active devices that measure some variable

of the natural or man-made environment (e.g., a building, an
assembly line, an industrial assemblage supporting a process).

• Definition: An actuator is a mechanized device of various sizes
(from ultra-small to very large) that accomplishes a specified
physical action, for example, controlling a mechanism or system,
opening or closing a valve, starting some kind or rotary or linear
motion, or initiating physical locomotion. An actuator is the
mechanism by which an entity acts upon an environment.
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IoT Definitions Working Definition

• An object is a model of an entity. An object is distinct from any 
other object and is characterized by its behavior.

• An object is informally said to perform functions and offer 
services (an object that performs a function available to other 
entities and/or objects is said to offer a service).
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IoT Definitions Working Definition
• Object classification:
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IoT Definitions Working Definition-Object characteristics

Objects have the following characteristics:
• have the ability to sense and/or actuate
• are generally small (but not always)
• have limited computing capabilities (but not always)
• are energy/power limited
• are connected to the physical world
• sometimes have intermittent connectivity
• are mobile (but not always)
• of interest to people
• managed by devices, not people (but not always)
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IoT Definitions Working Definition
• M2M/H2M environment comprises three basic elements:
• (i) the data integration point (DIP)
• (ii) the communication network
• (iii) the data end point (DEP) (again, a machine M).
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Conti…

• Typically, a DEP (a machine M in a human H, as is the case in
the MiH environment) is a microcomputer system, one end of
which is connected to a process or to a higher level subsystem
via special interfaces; the other end is connected to a
communication network.

• A DIP can be an Internet server, a software application running
on a firm-resident host, or an application implemented as a
cloud service.
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IOT- Framework: IoT Frameworks With help of High 
Level M2M System Architecture (HLSA)

• The HLSA comprises 
– the device and gateway domain,
– the network domain, and 
– the applications domain.
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IOT- Framework
• The device and gateway domain is composed of the following 

elements:
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IOT Frameworks- Network Domain
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IOT Framework-Network domain
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Basic Nodal Capabilities
• Remote device generally needs to have a basic protocol stack
• Basic protocol stack supports as minimum local connectivity

and networking connectivity
• In addition, some higher layer application support protocols

are generally needed, with varying degrees of
computational/functional sophistication.
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Conti…

• IoT devices may have capability differences, such as but not
limited to the following: (Refer the above figure)
– maximum transmission unit (MTU) differences,
– simplified versus full-blown web protocol stack (COAP/UDP versus

HTTP/TCP),
– single stack versus dual stack,
– sleep schedule,
– security protocols,
– processing and communication bandwidth.
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Conti…

• Distributed control/M2M typically entails continuously changing
variables to control the behavior of an application. Typical
requirements include the following capabilities:

• Retransmission
– Network recovers from packet loss or informs application
– Recovery is immediate: on the order of RTTs, not seconds

• Network independent of MAC/PHY
• Scale

– Thousands of nodes
– Multiple link speed
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Conti…
• Thousands of nodes
• Multiple link speeds
• Multicast

– Throughout network
– Reliable (positive Ack)

• Duplicate suppression
• Emergency messages

– Routed and/or queued around other traffic
– Other traffic slushed as delivered

• Routine traffic delivered in sequence
• Separate timers by peer/message
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Conti…
• Polling of nodes

– Sequential
– Independent of responses

• Paradigm supports peer-to-peer
• Not everything is client/server
• Capabilities
• Discover nodes
• Discover node capabilities
• Deliver multisegment records (files)
• Exchange of multisegment records
• Network and application versioning
• Simple publish/subscribe parsers
• Security

– Strong encryption
– Mutual authentication
– Protection against record/playback attacks
– Suite B ciphers
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Thank you
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